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LCLint is a tool for statically checking C programs. With minimal effort, LCLint can be used as a
better lint* If additional effort is invested adding annotations to programs, LCLint can perform
stronger checks than can be done by any standard lint.

Some problems detected by LCLint include:

» Violations of information hiding. A user-defined type can be declareshasract and a
message is reported where code inappropriately depends on the representation of the type.
(Section 3)

* Inconsistent modification of caller-visible state. Functions can be annotated with information on
what caller-visible state may be modified by the function, and an error is reported if the
modifications produced by the function contradict its declaration. (Section 4.1)

* Inconsistent use of global variables. Information on what global and file scope variables a
function may use can be added to function declarations, and a message is reported if the
implementation of the function uses other global variables or does not use every global variable
listed in its declaration. (Section 4.2)

« Memory management errors. Instances where storage that has been deallocated is used, or where
storage is not deallocated (memory leaks). (Section 5)

» Dangerous data sharing or unexpected aliasing. Parameters to a function share storage in a way
that may lead to undefined or undesired behavior, or a reference to storage within the
representation of an abstract type is created. (Section 6)

» Using possibly undefined storage or returning storage that is not completely defined (except as
documented). (Section 7.1)

» Dereferencing a possibly null pointer. (Section 7.2)

* Dangerous macro implementations or invocations. (Section 8)

* Violations of customized naming conventions. (Section 9)

* Program behavior that is undefined because it depends on order of evaluation, likely infinite
loops, fall-through cases, incomplete logic, statements with no effect, ignored return values,
unused declarations, and exceeding certain standard limits. (Section 0)

LCLint checking can be customized to select what classes of errors are reported using command
line flags and stylized comments in the code.

This document is a guide to using LCLint. Section 1 is a brief overview of the design goals of
LCLint. Section 2 explains how to run LCLint, interpret messages and control checking. Sections
3-10 describe particular checks done by LCLint.

! Lint is a common programming tool for detecting anomalies in C programs. S. C. Johnson developed
the original lint in the late seventies, mainly because early versions of C did not support function
prototypes.
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1. Overview
The main goals for LCLint are to:

» Detect a large number of bugs in typical C programs, without producing an unacceptable number
of spurious messages. We are willing to accept the possibility that a few spurious messages are
produced as long as it enables significantly more powerful checking and the spurious messages
can be suppressed easily.

* Support a programming methodology involving abstract types and clean, documented interfaces
in standard C programs.

* Provide a gradual transition for programmers. LCLint can be used like a better standard lint with
minimal effort. Adding a few annotations to programs enables significantly better checking. As
more effort is put into annotating programs, better checking results. A representational
effort/benefit curve for using LCLint is shown in Figure 1. As different checks are turned on and
more information is given in code annotations the number of bugs that can be detected increases
dramatically.

» Provide enough flexibility so that LCLint can be used effectively with a wide range of coding
styles. Especially important is making it easy to use LCLint effectively to maintain and modify
legacy code.

» Check programs quickly and with no user interaction. LCLint runs faster than most compilers.
Libraries can be used to enable fast checking of a few modules in a large program.

LCLint does many of the traditional lint checks including unused declarations, type inconsistencies,
use-before-definition, unreachable code, ignored return values, execution paths with no return,
likely infinite loops, and fall-through cases. This document focuses on more powerful checks that

Formal Verification
Tools

Modifies, Globals

Naming Conventions
—

Aliasin
g \
Checked Macros
> V\Memory Management
Definition

Annotations Null Annotations

Stricter

Type-Checking Abstract Types
\

Fraction of Errors Detected

™ Weak Checking

Typical C
Compiler

Amount of Effort Required

Figure 1. Effort/benefit curve for LCLint.
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are made possible by additional information given in source code annotatidmsotations are

stylized comments that document certain assumptions about functions, variables, parameters and
types. They may be used to indicate where the representation of a user-defined type is hidden, to
limit where a global variable may be used or modified, to constrain what a function implementation
may do to its parameters, and to express checked assumptions about variables, types, structure
fields, function parameters, and function results. In addition to the checks specifically enabled by
annotations, many of the traditional lint checks are improved by exploiting this additional
information.

2. Operation

LCLint is invoked by listing files to be checked. Initialization files, command line flags, and
stylized comments may be used to customize checking globally and locally.

The best way to learn to use LCLint, of course, is to actually use it (if you don’t already have
LCLint installed on your system, see page 54). Before you read much further in this document, |
recommend finding a small C program. Then, try running:

Iclint *.c

For the most C programs, this will produce a large number of messages. To turn off reporting for
some of the messages, try:

Iclint -weak *.c

The-weak flag is a mode flag that sets many checking parameters to select weaker checking than
is done in the default mode. Other LCLint flags will be introduced in the following sections; a
complete list is given in Appendix C.

2.1 Messages

The user can customize the format and content of messages printed by LCLint. A typical message
is:

sample.c: (in function faucet)

sample.c:11:12: Fresh storage x not released before return
A memory leak has been detected. Newly-allocated or only-qualified storage is not
released before the last reference to it is lost. (-mustfree will suppress message)
sample.c:5:47: Fresh storage x allocated

The first line gives the name of the function in which the error is found. This is printed before the
first message reported for a function. (The function context is not printasthdwfunc is used.)

The second line is the text of the message. This message reports a memory leak — storage
allocated in a function is not deallocated before the function returns. The file name, line and

column number where the error is located precedes the text. The column numbers are used by
emacs compile mode to jump to the appropriate line and column location. (Column numbers are not
printed if-showcol is used.)

The next line is a hint giving more information about the suspected error. Most hints also include
information on how the message may be suppressed. For this message, settimggstfree

flag would prevent the message from being reported. Hints may be turned off by-bBitsy

Normally, a hint is given only the first time a class of error is reported. To have LCLint print a hint
for every message regardless, wéarcehints

2 Another way to provide extra information about code is to use formal specifications (Appendix G).
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The final line of the message gives additional location information. For this message, it tells where
the leaking storage is allocated.

The generic message format is (parts enclosed in square brackets are optional):

[<file>:<line> (in <context>)]
<file>:<line>[,<column>]: message
[hinf]
<file>:<line>,<column>: extra location information, if appropriate

The text of messages and hints may be longer than one line. They are split into lines of length less
than the value set usintinelen <number>. The default line length is 80 characters. LCLint
attempts to split lines in a sensible place as near to the line length limit as possible.

The+parenfileformat flag can be used to generate file locations in the format recognized by
Microsoft Developer Studio. Hparenfileformat is set, the line number follows the file
name in parentheses (e.gample.c(11) )

2.2 Flags

So that many programming styles can be supported, LCLint provides over 300 flags for controlling
checking and message reporting. Some of the flags are introduced in the body of this document.
Appendix C describes every flag. Modes and shortcut flags are provided for setting many flags at
once. Individual flags can override the mode settings.

Flags are preceded bByor - . When a flag is preceded Bywe say it ison; when it is preceded by
- itis off. The precise meaning of on and off depends on the type of flag.

The+/- flag settings are used for consistency and clarity, but contradict standard UNIX usage and

it is easy to accidentally use the wrong one. To reduce the likelihood of using the wrong flag,

LCLint issues warnings when a flag is set in an unusual way. Warnings are issued when a flag is
redundantly set to the value it already had (these errors are not reported if the flag is set using a
stylized comment), if a mode flag or special flag is set after a more specific flag that will be set by

the general flag was already set, if value flags are given unreasonable values, of if flags are set in an
inconsistent way. Thewarnflags  flag suppresses these warnings.

Default flag settings will be read fror.Iclintrc if it is readable. If there is dclintrc

file in the working directory, settings in this file will be read next and its settings will override those
in ~/.Iclintrc . Command-line flags override settings in either file. The syntax of the

JIclintrc file is the same as that of command-line flags, except that flags may be on separate
lines and the# character may be used to indicate that the remainder of the line is a comment. The
nof flag prevents the/.Iclintrc file from being loaded. Thef <filename> flag loads
options fromfilename

To make flag names more readable, hyphensynderscores () and spaces in flags at the
command line are ignored. Heneearnflags ,warn-flags  andwarn_flags all select the
warnflags  option.

2.3 Stylized Comments

Stylized comments are used to provide extra information about a type, variable or function interface
to improve checking, or to control flag settings locally.
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All stylized comments begin with@ and are closed by the end of the comment. The role ogihe
may be played by any printable character. Usemmentchar <char> to select a different
stylized comment marker.

2.3.1 Annotations

Annotations are stylized comments that follow a definite syntax. Although they are comments, they
may only be used in fixed grammatical contexts (e.g., like a type qualifier).

Syntactic comments for function interfaces are described in Section 4; comments for declaring
constants in Section 8.1 and comments for declaring iterators in Section 8.4. Sections 3—7 include
descriptions of annotations for expressing assumptions about variables, parameters, return values,
structure fields and type definitions. A summary of annotations is found in Appendix D.

2.3.2 Control Comments

Unlike annotations, control comments may appear between any two tokens in a C pfogram.
Syntactically, they are no different from standard comments. Control comments are used to provide
source-level control of LCLint checking. They may be used to suppress spurious messages, set
flags, and control checking locally in other ways. A complete description of control comments is
found in Appendix E.

Most flags (all except those characterized as “global” in Appendix C) can be set locally using
control comments. A control comment can set flags locally to override the command line settings.
The original flag settings are restored before processing the next file. The syntax for setting flags in
control comments is the same as that of the command line, except that flags may also be preceded
by = to restore their setting to the original command-line value. For instance,

*@+boolint -modifies =showfunc@*/
setsboolint  on (this make®ool andint indistinguishable types), satsodifies  off (this

prevents reporting of modification errors), and sgiswfunc to its original setting (this controls
whether or not the name of a function is displayed before a message).

% Unlike regular C comments, control comments should not be used within a single token. They may
introduce new separators in the code during parsing.
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3. Abstract Types

Information hiding is a technique for handling complexity. By hiding implementation details, i
o Traditionally,
programs can be understood and developed in distinct modules and the effects of a change cap B mming
localized. One technique for information hiding is data abstraction. An abstract type is used t®ooks wax
represent some natural program abstraction. It provides functions for manipulating instances ofathematical
type. The module that implements these functions is callethipementatioomodule. We call when they
the functions that are part of the implementation of an abstract typepéationsof the type. arrive at the

topic of
Other modules that use the abstract type are calledts abstract data

types... Such
Clients may use the type name and operations, but should not manipulate or rely on the actualbooks make it

representation of the type. Only the implementation module may manipulate the representatioseem as if
an abstract type. This hides information, since implementers and maintainers of client module¥ou'd never
should not need to know anything about how the abstract type is implemented. It provides :Etsutﬂé’tlézﬁ aan
modularity, since the representation of an abstract type can be changed without having to chag@e except as
any client code. a sleep aid.
Steve
LCLint supports abstract types by detecting places where client code depends on the concrete ~ McConnell
representation of an abstract type.

To declare an abstract type, thestract  annotation is added totgpedef . For example (in
mstring.h ),

typedef /*@abstract@*/ char *mstring;

declaresnstring as an abstract type. Itis implemented usirghar * , but clients of the type
should not depend on or need to be aware of this. If it later becomes apparent that a better
representation such as a string table should be used, we should be able to change the
implementation ofstring  without having to change or inspect any client code.

In a client module, abstract types are checked by name, not structure. LCLint reports an error if an
instance ofnstring is passed asehar * (for instance, as an argumentsiolen ), since the
correctness of this call depends on the representation of the abstract type. LCLint also reports errors
if any C operator except assignmen} (or sizeof is used on an abstract type. The assignment
operator is allowed since its semantics do not depend on the representation of th&hgese of

sizeof is also permitted, since this is the only way for clients to allocate pointers to the abstract
type. Type casting objects to or from abstract types in a client module is an abstraction violation

and will generate a warning message.

Normally, LCLint will assume a type definition is not abstract unlesgtt@abstract@*/

qualifier is used. If instead you want all user-defined types to be abstract types unless they are
marked azoncrete , the+imp-abstract flag can be used. This adds an impligkistract
annotation to anyypedef that is not marked witlf*@concrete @*/

Some examples of abstraction violations detected by LCLint are shown in Figure 2.

* For abstract types whose instances can change value, a client does need to know if assignment has copy
or sharing semantics (see Section 3.2).
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palindrome.c Running LCLint

z :gg:ﬂgg ?nosct’m o > Iclint palindrome.c
9 LCLint 2.5 --- 23 May 00
bool isPalindrome (mstring s)
{ palindrome.c: (in function isPalindrome)
6 char *current = (char *) s; palindrome.c:6: Cast from underlying abstract type
7 int i, len = (int) strlen (s); -
mstring: (char *)s

for (i = 0; i <= (len+1) / 2; i++) palindrome.c:7: Function strlen expects arg 1 to be

char * gets mstring: s

11 if (current[i] '= s[len-i-1]) : 11- ! o
return EALSE: palindrome.c:11: Ar.ray fetch from non-array (mstring):
} sflen-i-1]
return TRUE; palindrome.c: (in function callPal)
} palindrome.c:19: Function isPalindrome expects arg 1 to

bool callPal (void) be mstring gets char *: "bob"

}19 return (isPalindrome ("bob")); Finished LCLint checking --- 4 code errors found
In client code, the abstract type is a distinct type,
incompatible with its concrete representation.
Figure® 2. Violations using abstract types.
3.1 Access

Where code may manipulate the representation of an abstract type, we say the caciz=kds

that type. If code has access to an abstract type, the representation of the type and the abstract type
are indistinguishable. Usually, a single program module that is the only code that has access to the
type representation implements an abstract type. Sometimes, more complicated access control is
desired if the implementation of an abstract type is split across program files, or particular client
code needs to access the representation.

There are a several ways of selecting what code has access the representation of an abstract type:

« Modules. An abstract type defined.h is accessible itM.c . Controlled by the
accessmodule flag. This means wheaccessmodule is on, as itis by default, the module
access rule is in effect. Hccessmodule is off (when-access-module is used), the
module access rule is not in effect and an abstract type definklchinis not necessarily
accessible iM.c

« File names. An abstract type namigge is accessible in files nameagpe . <extension>
For example, the representationno$tring  is accessible imstring.h  andmstring.c
Controlled by theaccess-file flag.

* Function names. An abstract type nantgge may be accessible in a function named
type _nameor type Name For examplemstring_length andmstringLength  would
have access to thestring abstract type. Controlled laccessfunction and the naming
convention (see Section 9).

® Output from LCLint is displayed isans-serif font. The command line is preceded bythe rest is
output from LCLint. Explanations added to the code or LCLint output are showtalics. Code shown
in the figures in this document is available via anonymfbpis from
ftp://larch.lcs.mit.edu/pub/Larch/Iclint/guide.tar.gz
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« Access control comments. The synfa@access type , *@*/°® allows the following code
to access the representationtgbe . Similarly,/*@noaccess type , “@*/ restricts access
to the representation @ype . The type in anoaccess comment must have been declared as
an abstract type.

3.2 Mutability

We can view types as beingutableor immutable A type is mutable if passing it as a parameter to

a function call can change the value of an instance of the typer example, the primitive type

int isimmutable. Ifi is a local variable of typit and no variables point to the location whére

is stored, the value of must be the same before and after thef{gll . Structure and union types

are also immutable, since they are copied when they are passed as arguments. On the other hand,
pointer types are mutable. xfis a local variable of typat * , the value ofx (and hence, the

value of the objeck) can be changed by the function cggk) .

The mutability of a concrete type is determined by its type definition. For abstract types, mutability
does not depend on the type representation but on what operations the type provides. If an abstract
type has operations that may change the value of instances of the type, the type is mutable. If not, it
is immutable. The value of an instance of an immutable type never changes. Since object sharing is
noticeable only for mutable types, they are checked differently from immutable types.
The/*@mutable@*/ and/*@immutable@*/ annotations are used to declare an abstract type

as mutable or immutable. (If neither is used, the abstract type is assumed to be mutable.) For
example,

typedef /*@abstract@*/ /*@mutable@*/ char *mstring;
typedef /*@abstract@*/ /*@immutable@*/ int weekDay;

declaresnstring as a mutable abstract type andekDay as an immutable abstract type.

Clients of a mutable abstract type need to know the semantics of assignment. After the assignment
expressiors = t , dos andt refer to the same object (that is, will changes to the valueato
change the value af)?

LCLint prescribes that all abstract types have sharing semantissasdt would indeed be the
same object. LCLint will report an error if a mutable type is implemented with a representation
(e.g., astruct ) that does not provide sharing semantics (controllechioyrep flag).

The mutability of an abstract type is not necessarily the same as the mutability of its representation.
We could use the immutable concrete type to represent mutable strings using an index into a
string table, or declammstring as immutable as long as no operations are provided that modify

the value of aimmstring

3.3 Boolean Types

Standard C has no Boolean representation — the result of a comparison operator is an integer, and no
type checking is done for test expressions. Many common errors can be detected by introducing a
distinct Boolean type and stronger type checking.

® The meta-notatioritem, *is used to denote a comma separated list of items. For example,
[*@access mstring, intSet@*/

provides access to the representations of bmitring andintSet )
" Through the parameter. Modifications using some other variable that has a pointer to the location of
this parameter are not considered.
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Use the-booltype <name> flag to select the type name is used to represent Boolean Values.
Relations, comparisons and certain standard library functions are declared to return Booleans.

LCLint checks that the test expression iniin while , orfor statement or an operand&g, ||

or! isaBoolean. Ifthe type of a test expression is not a Boolean, LCLint will report an error
depending on the type of the test expression and flag settings. If the test expression has pointer
type, LCLint reports an error fredboolptr is on (this can be used to prevent messages for the
idiom of testing if a pointer is not null without a comparison). Ifitis tyipe , an error is reported

if pred-bool-int is on. For all other types, LCLint reports an erropired-bool-others

is on.

Since using- instead of== is such a common bug, reporting of test expressions that are
assignments is controlled by the sepapaid-assign  flag. The message can be suppressed by
adding extra parentheses around the test expression.

Appendix C describes other flags for controlling Boolean checking.

bool.c Running LCLint

# include "bool.h" > Iclint bool.c +predboolptr —booltype bool

nt f (nt i, char s LCLint 2.5 - 23 May 00

bool bl, bool b2)

{ bool.c:7: Return value type bool does not match declared type int;
6 if (i = 3) bl

7 return bl; bool.c:6: Test expression for if is assignment expression: i = 3

g if (M| s) bool.c:6: Test expression for if not bool, type int: | = 3

190 " r(it)urn L bool.c:8: Operand of ! is non-Boolean (int): !l

11 return 7: bool.c:8: Right operand of || is non-Boolean (char *): i || s

12 if (bl == b2) bool.c:10: Test expression for if not bool, type char *: s

13 return 3; Not reported withoutpredboolptr

14 return 2; bool.c:12: Use of == with bool variables (risks inconsistency
} because

of multiple true values): b1 == b2

Finished LCLint checking --- 7 code errors found

Figure 3. Boolean checking.

3.4 Primitive C Types

LCLint supports stricter checking of primitive C types. T¢tear andenumtypes can be checked
as distinct types, and the different numeric types can be type-checked strictly.

3.4.1 Characters

The primitivechar type can be type-checked as a distinct typechHr is used as a distinct type,
common errors involving assignirigt s tochar s are detected.

8 To change the names ®RUEandFALSE, use-booltrue  and-boolfalse . The LCLint
distribution includes an implementationtodol , in lib/bool.h . However, itisn't necessary to use
this implementation to get the benefits of Boolean checking.
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The+charint  flag can be used for checking legacy programs whkbee andint are used
interchangeably. IEharint is on,char types indistinguishable froint s. To keepghar and
int as distinct types, but allow chars to be used to index arraystclsgindex

3.4.2 Enumerators

Standard C treats user-declamdim types just like integers. An arbitrary integral value may be
assigned to aanumtype, whether or not it was listed as an enumerator member. LCLint checks
each user-defineenum type as distinct type. An error is reported if a value that is not an
enumerator member is assigned to ¢hem type, or if anenumtype is used as an operand to an
arithmetic operator.

If the enumint flag is on,enumandint types may be used interchangeably. Lékarindex , if :;Veodt{]%‘:ie

theenumindex flag is on,enumtypes may be used to index arrays. identical to be
compatible.

3.4.3 Numeric Types ANSI C,

, , : : , , .. footnote t
LCLint reports where numeric types are used in dangerous or inconsistent ways. With the strictest’ O;f_ze_g

checking, LCLint will report an error anytime numeric types do not match exactly. Helas-

quals flag is on, only those inconsistencies that may corrupt values are reported. For example, if
anint is assigned to a variable of tyfmng (or passed aslang formal parameter), LCLint will

not report an error ifelax-quals is on since dong must have at least enough bits to store an

int without data loss. On the other hand, an error would be reported|ifiige were assigned to
anint , since thant type may not have enough bits to store liveg value.

Similarly, if asigned value is assigned to amsigned , LCLint will report an error since an

unsigned type cannot represent aligned values correctly. If thégnore-signs flag is on,
checking is relaxed to ignore all sign qualifiers in type comparisons (this is not recommended, since
it will suppress reporting of real bugs, but may be necessary for quickly checking certain legacy
code).

3.4.4 Arbitrary Integral Types

Some types are declared to be integral types, but the concrete type may be implementation
dependent. For example, the standard library declares thedigees , ptr_diff and

wchar_t , but does not constrain their types other than limiting them to integral types. Programs
may rely on them being integral types (e.g., can-us@erator on twaize_t operands), but

should not rely on a particular representation (dogpg unsigned ).

LCLint supports three different kinds of arbitrary integral types:

*@integraltype @*/
An arbitrary integral type. The actual type may be any onghoft ,int ,long ,
unsigned short , unsigned , orunsigned long

*@unsignedintegraltype @*/
An arbitrary unsigned integral type. The actual type may be any onesigned short
unsigned , orunsigned long

*@signedintegraltype@*/
An arbitrary signed integral type. The actual type may be any oskaf ,int , orlong .

LCLint reports an error if the code depends on the actual representation of a type declared as an
arbitrary integral. Thenatch-any-integral flag relaxes checking and allows an arbitrary
integral type is allowed to match any integral type.
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Other flags set the arbitrary integral types to a concrete type. These should only be used if
portability to platforms that may use different representations is not importantlorde

integral  andlong-unsigned-integral flags set the type corresponding to
[*@integraltype @*/ to beunsigned long andlong respectively. Théong-
unsigned-unsigned-integral flag sets the type corresponding to
*@unsignedintegraltype @*/ to beunsigned long . Thelong-signed-

integral  flag sets the type corresponding/t@signedintegraltype@*/ to belong .
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4. Function Interfaces

Functions communicate with their calling environment through an interface. The caller
communicates the values of actual parameters and global variables to the function, and the function
communicates to the caller through the return value, global variables and storage reachable from the
actual parameters. By keeping interfaces narrow (i.e., restricting the amount of information visible
across a function interface), we can understand and implement functions independently.

A function prototype documents the interface to a function. It serves as a contract between the
function and its caller. In early versions of C, the function “prototype” was very limited. It
described the type returned by the function but nothing about its parameters. The main
improvement provided by ANSI C was the ability to add information on the number and types of
parameter to a function. LCLint provides the means to express much more about a function
interface: what global variable the function may use, what values visible to the caller it may modify,
if a pointer parameter may be a null pointer or point to undefined storage, if storage pointed to by a
parameter is deallocated before the function returns, if the function may create new aliases to a
parameter, can the caller modify or deallocate the return value, etc.

The extra interface information places constraints on both how the function may be called and how
it may be implemented. LCLint reports places where these constraints are not satisfied. Typically,
these indicate bugs in the code or errors in the interface documentation.

This section describes syntactic comments that may be added to a function declaration to document
what global variables the function implementation may use and what values visible to its caller it
may modify. Sections 4-7 describe annotations may be added to parameters to constrain valid
arguments to a function and how these arguments may be used after the call and to the return value
to constrain results.

4.1 Modifications

The modifies clause lists what values visible to the caller may be modified by a function. Modifies
clauses limit what values a function may modify, but they do not require that listed values are
always modified. The declaration,

int f (int *p, int *q) /*@modifies *p@*/;

declares a functiof that may modify the value pointed to by its first argument but may not modify
the value of its second argument or any global state.

LCLint checks that a function does not modify any caller-visible value not encompassed by its
modifies clause and does modify all values listed in its modifies clause on some possible execution
of the function. Figure 4 shows an example of modifies checking done by LCLint.

4.1.1 Special Modifications
A few special names are provided for describing function modifications:
internalState
The function modifies some internal state (that is, the valuestditic =~ variable). Even

though a client cannot access the internal state directly, it is important to know that
something may be modified by the function call both for clear documentation and for
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checking undefined order of evaluation (Section 10.1) and side-effect free parameters
(Section 8.2.1).
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fileSystem
The function modifies the file system. Any modification that may change the system state is
considered a file system modification. All functions that modify an object of type pointer to
FILE also modify the file system. In addition, functions that do not modiftlzE pointer
but modify some state that is visible outside this process also modify the file system (e.qg.,
rename ). The flagmod-file-system controls reporting of undocumented file system

modifications.
nothing

The function modifies nothing (i.e., it is side-effect free).

The syntactic commen¥@*/ in a function declaration or definition (after the parameter list,
before the semi-colon or function body) denotes a function that modifies nothing and does not use
any global variables (see Section 4.2).

modify.c Running LCLint

void setx (int *x, int *y) > Iclint modify.c +checks
{ [*@modifies *x@*/ LCLint 2.5 — 23 May 00
4 *y = *x; . e
} modify.c:4: Undocumented modification of *y: *y = *x
modify.c:5: Suspect object listed in modifies of setx
void sety (int *x, int *y) not modified: *x
[*@modifies *y@*/ modify.c:1: Declaration of setx

setx (¥, x); Finished LCLint checking --- 2 code errors found

No errors forsety— the call tosetx . .
modifies the value pointed to by its firsf The+checks flag is a mode flag for selecting
parameter y) as documented by the moderately strict checking. It turns enustmod
modifies clause. checking, so the second error concerning missing
documented modifications is reported.

Figure 4. Modifies checking.

4.1.2 Missing Modifies Clauses

LCLint is designed so programs with many functions that are declared without modifies clauses can
be checked effectively. Unlessodnomodsis in on, no modification errors are reported checking
a function declared with no modifies clause.

A function with no modifies clause is amconstrainedunction since there are no documented
constraints on what it may modify. When an unconstrained function is called, it is checked
differently from a function declared with a modifies clause. To prevent spurious errors, no
modification error is reported at the call site unlessrti@l-uncon flag is on. Flags control
whether errors involving unconstrained functions are reported for other checks that depend on
modifications (side-effect free macro parameters (Section 8.2.1), undefined evaluation order
(Section 10.1), and likely infinite loops (Section 10.2.1).)

4.1.3 Limitations

Determining whether a function modifies a particular parameter or global is in general an
undecidabl&problem. To enable useful checking, certain simplifying assumptions are necessary.

° This means that theoreticians can prove that no algorithm exists that solves the problem correctly for all
possible programs.
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LCLint assumes an object is modified when it appears on the left hand side of an assignment or it is
passed to a function as a parameter which may be modified by that function (according to the called
function's modifies clause). Hence, LCLint will report spurious maodification errors for assignments
that do not change the value of an object or modifications that are always reversed before a
procedure returns. ThH&é&@-mods@*/ and/*@=mods@*/ control comments can be used

around these modifications to suppress the message.

4.2 Global Variables

Another aspect of a function’s interface, is the global variables it uses. A globals list in a function
declaration lists external variables that may be used in the function body. LCLint checks that global
variables used in a procedure match those listed in its globals list. A global is used in a function if it
appears in the body directly, or it is in the globals list of a function called in the body. LCLint
reports if a global that is used in a procedure is not listed in its globals list, and if a listed global is
not used in the function implementation. Figure 5 shows an example function definition with a
globals list and associated checking done by LCLint.

_ globals.c Running LCLint
int globl, glob2; > Iclint globals.c +checks
zint f (void) /*@globals globl;@*/ LCLint2.5 - 23 May 00
{

5 return glob2; globals.c:5: Undocumented use of global glob2
} globals.c:3: Global glob1 listed but not used

Finished LCLint checking --- 2 code errors found

Figure 5. Globals checking.

4.2.1 Controlling Globals Checking

Whether on not an error is reported for a use of a global variable in a given function depends on the
scope of the variable (filstatic  or external), the checking annotation used in the variable
declaration or the implicit annotation if no checking annotation is used, whether or not the function
is declared with a globals list, and flag settings.

A global or file static variable declaration may be preceded by an annotation to indicate how the
variable should be checked. In order of decreasing checks, the annotations are:

*@checkedstrict@*/
Strictest checking. Undocumented uses and modifications of the variable are reported in all
functions whether or not they have a globals list (unkgsesck-strict-globs is off).
*@checked@*/

Undocumented use of the variable is reported in a function with a globals list, but not in a
function declared with no globals (unlegl®b-noglobs  is on).

[*@checkmod@*/
Undocumented uses of the variable are not reported, but undocumented modifications are
reported. (Ifmod-globs-nomods is on, errors are reported even in functions declared

with no modifies clause or globals list.)
*@unchecked@*/
No messages are reported for undocumented use or modification of this global variable.

If a variable has none of these annotations, an implicit annotation is determined by the flag settings.
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Different flags control the implicit annotation for variables declared with global scope and variables
declared with file scope (i.e., using thatic  storage qualifier). To set the implicit annotation for
global variables declared gontext (globs for external variables mstatics  for file static
variable) to beannotation  (checked , checkmod , checkedstrict ) use

imp <annotation><context> . For exampletimp-checked-strict-statics makes

the implicit checking on unqualified file static variablelseckedstrict . (See Appendix C for a
complete list of globals checking flags.)

4.3 Declaration Consistency

LCLint checks that function declarations and definitions are consistent. The general rule is that the
first declaration of a function implies all later declarations and definitions. If a function is declared
in a header file, the first declaration processed is its first declaration (if it is declared in more than
one header file an error is reportedefdecl is set). Otherwise, the first declaration in the file
defining the function is its first declaration.

Later declarations may not include variables in the globals list that were not included in the first
declaration. The exception to this is when the first declaration is in a header file and the later
declaration or definition includes file static variables. Since these are not visible in the header file,
they can not be included in the header file declaration. Similarly, the modifies clause of a later
declaration may not include objects that are not modifiable in the first declaration. The later
declaration may be more specific. For example, if the header declaration is:

extern void setName (employee e, char *s) @modifies e@*/;

the later declaration could be,
void setName (employee e, char *) F@modifies e->name@*/;

If employee is an abstract type, the declaration in the header should not refer to a particular
implementation (i.e., it shouldn’t rely on there beingaane field), but the implementation
declaration can be more specific.

This rule also applies to file static variables. The header declaration for a function that modifies a
file static variable should usaodifies internalState since file static variables are not

visible to clients. The implementation declaration should list the actual file static variables that may
be modified.
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5. Memory Management

About half the bugs in typical C programs can be attributed to memory management problems.
Memory management bugs are notoriously difficult to detect through traditional techniques. Often,
the symptom of the bug is far removed from its actual source. Memory management bugs often
only appear sporadically and some bugs may only be apparent when compiler optimizations are
turned on or the code is compiled on a different platform. Run-time tools offer some help, but are
cumbersome to use and limited to detecting errors that occur when test cases are run. By detecting
these errors statically, we can be confident that certain types of errors will never occur and provide
verified documentation on the memory management behavior of a program.

LCLint can detect many memory management errors at compile time including:

* using storage that may have bdese d (Section 5.2)

« failing to deallocate memory (Section 5.2)

* returning a pointer to stack-allocated storage (Section 5.2.6)

* undocumented or dangerous aliasing or storage sharing (Section 6)

e passing or returning storage that is not completely defined (Section 7.1)
» dereferencing a null pointer (Section 7.2)

Most of these checks rely heavily on annotations added to programs to document assumptions
related to memory management and pointer values. By documenting these assumptions for function
interfaces, variables, type definitions and structure fields, memory management bugs can be
detected at their source — where an assumption is violated. In addition, precise documentation
about memory management decisions makes it easier to change code.

5.1 Storage Model *°

This section describes execution-time concepts for describing the state of storage more precisely
than can be done using standard C terminology. Certain uses of storage are likely to indicate
"program bugs, and are reported as anomalies.

LCLint assumes a CLU-like object storage motfelAn objectis a typed region of storage. Some
objects use a fixed amount of storage that is allocated and deallocated automatically by the
compiler.

Other objects use dynamic storage that must be managed by the program.

’Storage isindefinedf it has not been assigned a value, aladinedafter it has been assigned a
value. An object ixompletely defined all storage that may be reached from it is defined. What
storage is reachable from an object depends on the type and value of the object. For exaniple, if
a pointer to a structureg, is completely defined if the value @fis NULL, or if every field of the
structurep points to is completely defined.

When an expression is used as the left side of an assignment expression we gsgdtas an
Ivalue Its location in memory is used, but not its value. Undefined storage may be used as an
Ivalue since only its location is needed. When storage is used in any other way, such as on the right

19 This section is largely based on [Evans96]. It semi-formally defines some of the terms needed to
describe memory management checking; if you are satisfied with an intuitive understanding of these
terms, this section may be skipped.

Y This is similar to the LISP storage model, except that objects are typed.
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side of an assignment, as an operand to a primitive operator (including the indirection opgr&tor,
or as a function parameter, we say itised as an rvaluelt is an anomaly to use undefined storage
as an rvalue.

A pointeris a typed memory address. A pointer is eitlieg or dead A live pointer is eitheNULL

or an address within allocated storage. A pointer that points to an objecblgegtpointer. A

pointer that points inside an object (e.g., to the third element of an allocated blocl)fisen

pointer. A pointer that points to allocated storage that is not definedadl@atedpointer. The

result of dereferencing an allocated pointer is undefined storage. Hence, it is an anomaly to use it as
an rvalue. A dead (or “dangling”) pointer does not point to allocated storage. A pointer becomes
dead if the storage it points to is deallocated (e.g., the pointer is passedreethdibrary

function.) Itis an anomaly to use a dead pointer as an rvalue.

There is a special objeoull corresponding to thRULL pointer in a C program. A pointer that
may have the valuBULL is apossibly-nullpointer. It is an anomaly to use a possibly-null pointer
where a non-null pointer is expected (e.g., certain function arguments or the indirection operator).

5.2 Deallocation Errors

There are two kinds of deallocation errors with which we are concerned: deallocating storage when
there are other live references to the same storage, or failing to deallocate storage before the last
reference to itis lost. To handle these deallocation errors, we introduce a concept of an obligation
to release storage. Every time storage is allocated, it creates an obligation to release the storage.
This obligation is attached to the reference to which the storage is assfgBedore the scope of “Tis in my
the reference is exited or it is assigned to a new value, the storage to which it points mustbe  memory
released. Annotations can be used to indicate that this obligation is transferred through a retunackd, and

value, function parameter or assignment to an external reference. you yourself
shall keep the

5.2.1 Unshared References key of it.

Ophelia

Theonly annotation is used to indicate a reference is the only pointer to the object it points to. We prefers
can view the reference as having an obligation to release this storage. This obligation is satisfied by exPlicit

transferring it to some other reference in one of three ways:

» pass it as an actual parameter corresponding to a formal parameter declaredamiih an
annotation

* assign it to an external reference declared witloalp annotation

e return it as a result declared with anly annotation

After the release obligation is transferred, the original reference is a dead pointer and the storage it
points to may not be used.

All obligations to release storage stem from primitive allocation routines (ealigc ), and are
ultimately satisfied by calls thee . The standard library declared the primitive allocation and
deallocation routines.

The basic memory allocatanalloc , is declared?

12 Exceptsizeof , which does not need the value of its argument.

13f the storage is not assigned to a reference, an internal reference is created to track the storage.
14 The full declaration ofnalloc  also includes aull annotation (Section 7.2) to indicate that the

result may beNULL (as it is when the requested storage cannot be allocated) amg aannotation

(Section 7.1) to indicate that the result points to undefined storage.

deallocation
(Hamlet.

Scene iii)
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*@only@*/ void *malloc (size_t size);

It returns an object that is referenced only by the function return value.

The deallocatorfree , is declared?
void free (/*@only@*/ void *ptr);

The parameter teee  must reference an unshared object. Since the parameter is declared using
only , the caller may not use the referenced object after the call, and may not pass in a reference to
a shared object. There is nothing special almaitoc andfree — their behavior can be

described entirely in terms of the provided annotations.

only.c Running LCLint
1 extern *@only@*/ int *glob; > Iclint only.c

F@only@/ int * LCLint 2.5 --- 23 May 00

f (F@only@*/ int *x, int *y,
( int *z))/ Y only.c:11: Only storage glob not released before
I*@globals glob;@*/ assignment: glob =y

only.c:1: Storage glob becomes only

g int *m = (int *) only.c:11: Implicitly temp storage y assigned to only:

9 malloc (sizeof (int)); glob = y

11 glob = vy; Memory leak only.c:13: Dereference of possibly null pointer m: *m
12 free (x); only.c:8: Storage m may become null

13 *m = *x; Use after free only.c:13: Variable x used after being released

14 return z; Memory leak detected only.c:12: Storage x released

} only.c:14: Implicitly temp storage z returned as only: z

only.c:14: Fresh storage m not released before return
only.c:9: Fresh storage m allocated

Finished LCLint checking --- 6 code errors found
Figure 6. Deallocation errors.

5.2.2 Temporary Parameters

Thetemp annotation is used to declare a function parameter that is used temporarily by the
function. An error is reported if the function releases the storage associatedteftipaformal
parameter or creates new aliases it that are visible after the function returns. Any storage may be
passed as&mp parameter, and it satisfies its original memory constraints after the function
returns.

15 The full declaration ofree also haut andnull annotations on the parameter to indicate that the
argument may b&lULL and need not point to defined storage. According to [ANSI, 4.10.8l2],L

may be passed tioee without an error. On some UNIX platforms, passMyLLto free causes a

program crash so the UNIX version of the standard library (Appendix F) spefrifies without the

null annotation on its parameter. To check that allocated objects are completely destroyed (e.qg., all
unshared objects inside a structure are deallocated before the structure is deallocated), LCLint checks that
any parameter passed asan only void * does not contain references to live, unshared objects.

This makes sense, since such a parameter could not be used sensibly in any way other than deallocating
its storage.
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5.2.3 Owned and Dependent References

In real programs it is sometimes necessary to have storage that is shared between several possibly
references. Thewned anddependent annotations provide a more flexible way of managing
storage, at the cost of less checking. Diwened annotation denotes a reference with an obligation

to release storage. Unlikanly , however, other external references marked wé&pbendent

annotations may share this object. It is up to the programmer to ensure that the lifetime of a
dependent reference is contained within the lifetime of the correspondwged reference.

5.2.4 Kept Parameters

Thekeep annotation is similar tonly , except the caller may use the reference after the call. The
called function must assign ttkeep parameter to annly reference, or pass it akaep

parameter to another function. It is up to the programmer to make sure that the calling function
does not use this reference after it is released. KEkp annotation is useful for adding an object to
a collection (e.g., a symbol table), where it is known that it will not be deallocated until the
collection is.

5.2.5 Shared References

If LCLint is used to check a program designed to be used in a garbage-collected environment, there
may be storage that is shared by one or more references and never explicitly releasedaréte
annotation declares storage that may be shared arbitrarily, but never released.

5.2.6 Stack References

Local variables that are not allocated dynamically are stored on a call stack. When a function
returns, its stack frame is deallocated, destroying the storage associated with the function’s local
variables. A memory error occurs if a pointer into this storage is live after the function returns.

LCLint detects errors involving stack references exported from a function through return values or
assignments to references reachable from global variables or actual parameters. No annotations are
needed to detect stack reference errors, since it is clear from a declaration if storage is allocated on
the function stack.

Figure 7 gives and example of errors reported involving stack-allocated storage.

5.2.7 Inner Storage
An annotation always applies to the outermost level of storage. For example,
F@only@*/ int **x;
declarex as an unshared pointer to a pointer tdr@n. Theonly annotation applies te, but not
to*x . To apply annotations to inner storage a type definition may be used:
typedef F@only@*/ int *oip;
F@only@*/ oip *x;
Now, X is anonly pointer to arpip , which is anonly pointer to annt .
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stack.c Running LCLint

int *glob; > Iclint stack.c
F@dependent@* int * LCLint 2.5 --- 23 May 00
F(int ) stack.c: (in function f)
intsa2 ]={0 1} stack.c:12: Stack-allocated storage &loc reachable
int loc = 3; from return value: &loc
stack.c:12: Stack-allocated storage *x reachable from
9 glob = &loc; parameter X
10 *x = &sa[0] stack.c:10: Storage *x becomes stack
12 return &loc: stack.c:12: Stack-allocated storage glob reachable
} from global glob

stack.c:9: Storage glob becomes stack
Adependent annotation is used on the
return value. Without this, several other | Finished LCLint checking --- 3 code errors found
errors would be reported, since the result
would have an implicibnly annotation.

Figure 7. Stack references.

When annotations are used in type definitions, they may be overridden in instance declarations. For
example,

/*@dependent@*/ oip x;

makesx adependent pointer to arint .

Another way to apply annotations to inner storage is to use a special clause (see Section 7.4).

5.3 Implicit Memory Annotations

Since it is important that LCLint can check unannotated programs effectively, the meaning of
declarations with no memory annotations is chosen to minimize the number of annotations needed
to get useful checking on an unannotated program.

An implicit memory management annotation may be assumed for declarations with no explicit
memory management annotation. Implicit annotations are checked identically to the corresponding
explicit annotation, except error messages indicate that they result from an implicit annotation.

Unannotated function parameters are assumed terbp . This means if memory checking is

turned on for an unannotated program, all functions that release storage referenced by a parameter
or assign a global variable to alias the storage will produce error messages. (Controlled by
paramimptemp .)

Unannotated return values, structure fields and global variables are assumexntp beWith
implicit annotations (on by default), turning on memory checking for an unannotated program will
produce errors for any function that does not return unshared storage or assignment of shared
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storage to a global variable or structure fi€ld(Controlled byretimponly , structimponly
andglobimponly . Theallimponly  flag sets all of the implicit only flags.)

implicit.c
typedef struct {
i%,gly \(/:Qlér name; Implicit only annotation on mutable structure
} *rec: ' field if structimponly is on.
extern only rec rec_last ; Implicit only annotation on mutable global

variables ifglobimponly  is on.
extern only rec
rec_create ( temp char *name,
int val) ;
Annotations intalics  are not present in
the code, but may be implied.

Implicit only annotation on mutable function
result ifretimponly is set. Implicittemp
annotation on mutable parameter if
paramimptemp is set.

Figure 8. Implicit annotations.

5.4 Reference Counting

Another approach to memory management is to add a field to a type to explicitly keep track of the
number of references to that storage. Every time a reference is added or lost the reference count is
adjusted accordingly; if it would become zero, the storage is released. Reference counting it
difficult to do without automatic checking since it is easy to forget to increment or decrement the
reference count, and exceedingly difficult to track down these errors.

LCLint supports reference counting by using annotations to constrain the use of reference counted
storage in a manner similar to other memory management annotations.

A reference counted type is declared usingréffeounted  annotation. Only pointer tetruct

types may be declared esference counted , since reference counted storage must have a

field to count the references. One field in the structure (or integral type) is precededreysthe
annotation to indicate that the value of this field is the number of live references to the structure.

For example (instring.h ),

typedef /*@abstract@*/ /*@refcounted@*/ struct {
F@refs@*/ int refs;
char *contents;

} *rstring;

declaresstring  as an abstract, reference-counted type. rEfe field counts the number of
references and theontents  field holds the contents of a string.

All functions that returrrefcounted  storage must increase the reference count before returning.
LCLint cannot determine if the reference count was increased, so any function that directly returns a
reference toefcounted  storage will produce an error. This is avoided, by using a function to
return a new reference (e.gstring_ref in Figure 9).

A reference counted type may be passed &srg or dependent parameter. It may not be
passed as aonly parameter. Instead, tikdIref annotation is used to denote a parameter

181 an exposure qualifier is used (see Section 6.2), the impleggtendent  annotation is used instead
of the more generally impliednly annotation.
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whose reference is eliminated by the function call. Lokdy parameters, an actual parameter

corresponding to &illref

by passing them dsliref
reference count.

formal parameter may not be used in the calling function after the
call. LCLint checks that the implementation of a function releasdslakf parameters, either

parameters, or assigning or returning them without increasing the

rstring.c Running LCLint

# include "rstring.h"

static rstring rstring_ref (rstring r)

{

r->refs++;
6 return r;

}
rstring rstring_first (rstring rl, rstring r2)

if (strcmp (rl->contents, r2->contents) < 0)

13 return ril,
}
else
{ .
17 return rstring_ref (r2);
}
}

> |clint rstring.c
LCLint 2.5 --- 23 May 00

rstring.c: (in function rstring_first)
rstring.c:13: Reference counted
storage

returned without modifying
reference

count: rl

Finished LCLint checking --- 1 code
error found

No error is reported for line 6
since the reference count was
incremented. No error is reporte
for line 17, sinceastring_ref
returns a new reference.

=N

Figure 9. Reference counting.
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6. Sharing

Errors involving unexpected sharing of storage can cause serious problems. Undocumented sharing
may lead to unpredictable modifications, and some library calls &tgpy ) have undefined

behavior if parameters share storage. Another class of sharing errors occurs when clients of an
abstract type may obtain a reference to mutable storage that is part of the abstract representation.
This exposes the representation of the abstract type, since clients may modify an instance of the
abstract type indirectly through this shared storage.

6.1 Aliasing

LCLint detects errors involving dangerous aliasing of parameters. Some of these errors are already
detected through the standard memory annotations ¢mly., parameters may not be aliases.)
Two additional annotations are provided for constraining aliasing of parameters and return values.

6.1.1 Unique Parameters

Theunique annotation denotes a parameter that may not be aliased by any other storage reachable
from the function implementation — that is, any storage reachable through the other parameters or
global variables used by the function. Tingique annotation places similar constraints on

function parameters as tlomly annotation, but it does not transfer the obligation to release

storage.

LCLint will report an error if aunique parameter may be aliased by another parameter or global
variable.

unique.c Running LCLint

# include <string.h> > Iclint unique.c
LCLint 2.5 --- 23 May 00

void
capitalize (*@out@*/ char *s, _ , , .
char *t) unique.c: (in function capitalize)
unique.c:7: Parameter 1 (s) to function strcpy is
7 strepy (s, t); declared unique but may be aliased externally by
} *s = toupper (*s); parameter 2 (f)

o , ] ] Finished LCLint checking --- 1 code error found
Theout qualifier is explained in Section 7.1.1.A 1, error is reported since the first parameter ta
the library functionstrcpy is declared with
unique. If auniqgue qualifier were added to the
parameter declaration fos or t , no error would
be reported.

Figure 10. Unique parameters.

6.1.2 Returned Parameters

LCLint reports an error if a function returns a reference to storage reachable from one of its
parameters (ifetalias is on) since this may introduce unexpected aliases in the body of the
calling function when the result is assigned.
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Thereturned annotation denotes a parameter that may be aliased by the return value. LCLint
checks the call assuming the result may be an alias teetnened  parameter. Figure 11 shows
an example use ofr@turned annotation.

returned.c

# include "intSet.h"
extern intSet intSet_insert (/*@returned@*/ intSet s, int Xx);

intSet intSet_singleton (int x)

{

7 return (intSet_insert (intSet_new (), X));

Without thereturned  qualifier, a memory leak error would be reported for line 7, since the
only storage returned bintSet_new is not released. Because of ttedurned  qualifier on
the first parameter tantSet_insert , LCLint assumes the result mfSet_insert is the
same storage as its first parameter, in this case the storage returnet3ay new . No error

is reported, since thenly storage is then transferred through the return value (which has an
implicit only annotation, see Section 5.3).

Figure 11. Returned parameters.

6.2 Exposure

LCLint detects places where the representation of an abstract type is exposed. This occurs if a
client has a pointer to storage that is part of the representation of an instance of the abstract type.
The client can then modify or examine the storage this points to, and manipulate the value of the
abstract type instance without using its operations.

There are three ways a representation may be exposed:

1. Returning (or assigning to a global variable) an object that includes a pointer to a mutable
component of an abstract type representation. (Controlledtgxpose ).

2. Assigning a mutable component of an abstract object to storage reachable from an actual
parameter or a global variable that may be used after the call. This means the client may
manipulate the abstract object using the actual parameter after the call. Note that if the
corresponding formal parameter is declacedly , the caller may not use the actual parameter
after the call so the representation is not exposed. (Controlled$ign-expose ).

3. Casting mutable storage to or from an abstract type. (Controll@dstyexpose ).

Annotations may be used to allow exposed storage to be returned safely by restricting how the caller
may use the returned storage.

6.2.1 Read-Only Storage

It is often useful for a function to return a pointer to internal storage (or an instance of a mutable
abstract type) that is intended only asarserver The caller may use the result, but should not
modify the storage it points to. For example, consider a naive implementation of the
employee_getName operation for the abstraemployee type:
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typedef /*@abstract@*/ struct {
char *name;
int id;

} *employee;

é'ﬁar *employee_getName (employee e) { return e->name; }

LCLint produces a message to indicate that the return value exposes the representation. One
solution would be to return a fresh copyefname . This is expensive, though, especially if we
expectemployee_getName is used mainly just to get a string for searching or printing. Instead,
we could change the declarationaesfiployee_getName to:

extern /*@observer@*/ char *employee_getName (employee e);

Now, the original implementation is correct. The declaration indicates that the caller may not

modify the result, so it is acceptable to return shared stofag€Lint checks that the caller does

not modify the return value. An error is reported if observer storage is modified directly, passed as
a function parameter that may be modified, assigned to a global variable or reference derivable from
a global variable that is not declared withalserver annotation, or returned as a function result

or a reference derivable from the function result that is not annotation witthserver

annotation.

String Literals

A program that attempts to modify a string literal has undefined behavior [ANSI, Section 3.1.4].
This is not enforced by most C compilers, and can lead to particularly pernicious bugs that only
appear when optimizations are turned on and the compiler attempts to minimize storage for string
literals. LCLint can be used to check that string literals are not modified, by treating them as -
observer storage. lfread-only-strings is on (default in standard mode), LCLint will

report an error if a string literal is modified.

6.2.2 Exposed Storage

Sometimes it is necessary to expose the representation of an abstract type. This may be evidence of
a design flaw, but in some cases is justified for efficiency reasons.eXpesed annotation

denotes storage that is exposed. It may be used on a return value for results that reference storage
internal to an abstract representation, on a parameter value to indicate a parameter that may be
assigned directly to part of an abstract representafionpn a field of an abstract representation to
indicate that external references to the storage may exist. An error is repaigubged storage

is released, but unlike avbserver , no error is reported if it is modified.

Figure 12 shows examples of exposure problems detected by LCLint.

7 Strictly, we should also check that the returned observer storage is not used again after any other calls
to the abstract type module using the same parameter. LCLint does not attempt to check this, and in
practice it is not usually a problem.

18 Note that if the parameter is annotated vatfly |, it is not an error to assign it to part of an abstract
representation, since the caller may not use the storage after the call returns.
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exposure.c Running LCLint

# include "employee.h"

char *
employee_getName (employee e)

6 return e->name;

}

[*@observer@*/ char *
employee_obsName (employee e)
{ return e->name; }

*@exposed@*/ char *
employee_exposeName (employee e€)
{ return e->name; }

void
employee_capName (employee e)

char *name;
name = employee_obsName (e);
23*name = toupper (*name);

}

LCLint User’'s Guide

> |clint exposure.c +checks
LCLint 2.5 --- 23 May 00

exposure.c: (in function employee_getName)

exposure.c:6: Function returns reference to parameter
e: e->name

exposure.c:6: Return value exposes rep of employee:
e->name

exposure.c:6: Released storage e->name reachable from
parameter

exposure.c:6: Storage e->name is released

exposure.c: (in function employee_capName)

exposure.c:23: Suspect modification of observer name:
*name = toupper(*name)

Finished LCLint checking --- 4 code errors found

Three messages are reported for line 6 where a
mutable field of an abstract type is returned with
no sharing qualifier (without-checks only the
third one would be reported.)

The error for line 23 reports a modification of an
observer. If the call in line 22 were changed to ¢
employee_exposeName , no error would be
reported.

Figure 12. Exposure checking.
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7. Value Constraints

LCLint can be used to constrain values of parameters, function results, global variables, and derived
storage such as structure fields. These constraints are chedkéstfaice points— where a

function is called or returns. Section 7.1 describes how to constrain parameters, return values and
structures to detect use before definition errors. A similar approach is used for restricting the use of
possibly null pointers in Section 7.2. To do both well, and avoid spurious errors, information about
when and if a function returns if useful. Annotations for documenting execution control are
described in Section 7.3.

7.1 Use Before Definition

Like many static checkers, LCLint detects instances where the value of a location is used before it is
defined. This analysis is done at the procedural level. If there is a path through the procedure that
uses a local variable before it is defined, a use before definition error is reportedisétief flag
controls use before definition checking.

LCLint can do more checking than standard checkers though, because the annotations can be used
to describe what storage must be defined and what storage may be undefined at interface points.
Unannotated references are expected to be completely defined at interface points. This means all
storage reachable from a global variable, parameter to a function, or function return value is defined
before and after a function call.

7.1.1 Undefined Parameters

Sometimes, function parameters or return values are expected to reference undefined or partially
defined storage. For example, a pointer parameter may be intended only as an address to store a
result, or a memory allocator may return allocated but undefined storageouthannotation

denotes a pointer to storage that may be undefined.

LCLint does not report an error when a pointer to allocated but undefined storage is passed as an
out parameter. Within the body of a function, LCLint will assumeocann parameter is allocated
but not necessarily bound to a value, so an error is reported if its value is used before it is defined.

LCLint reports an error if storage reachable by the caller after the call is not defined when the
function returns. This can be suppressedrayst-define . After a call returns, an actual
parameter corresponding to ant parameter is assumed to be completely defined.

When checking unannotated programs, many spurious use before definition errors may be reported
If impouts is on, no error is reported when an incompletely-defined parameter is passed to a
formal parameter with no definition annotation, and the actual parameter is assumed to be defined
after the call. Thé*@in@*/ annotation can be used to denote a parameter that must be
completely defined, evenifmp-outs ison. Ifimp-outs is off, there is an implicitn

annotation on every parameter with no definition annotation.
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usedef.c Running LCLint

extern void _ > [clint usedef.c
setval (*@out@*/ int *x); LCLint 2.5 - 23 May 00
extern Int
getVal (*@in@*/ int *x); , .
extern int mysteryVal (int *x); usedef.c: (in function dumbfunc) N
usedef.c:11: Value *x used before definition
int _ o usedef.c:13: Passed storage x not completely defined
dumbfunc (*@out@*/ int *x, int i) (allocated only): getVal (x)

usedef.c:15: Passed storage x not completely defined

11 i (IreTuri) *x: (allocated only): mysteryVal (x)

else if (i > 1) Not reported ifimpouts is on since
13 return getVal (x); there is nadn annotation on the

else if (i == 0 parameter tanysteryVal
15 return mysteryVal (x);

else Finished LCLint checking --- 3 code errors found
18 setval (x);
19 return *x; No error is reported for line 18, since the

} incompletely defined storageis passed as an

} out parameter. After the calk may be

dereferenced, sincgetVal is assumed to
completely define iteut parameter.

Figure 13. Use before definition.

7.1.2 Relaxing Checking

Thereldef annotation relaxes definition checking for a particular declaration. Storage declared
with areldef annotation is assumed to be defined when it is used, but no error is reported if it is
not defined before it is returned or passed as a parameter.

Itis up to the programmer to checg&ldef fields are used correctly. They should be avoided in
most cases, but may be useful for fields of structures that may or may not be defined depending on
other constraints.

7.1.3 Partially Defined Structures

Thepartial ~ annotated can be used to relax checking of structure fields. A structure with
undefined fields may be passed gsaatial  parameter or returned agartial  result. Inside

a function body, no error is reported when the field gfaatial ~ structure is used. After a call, all
fields of a structure that is passed ggaatial  parameter are assumed to be completely defined.

7.1.4 Global Variables

Special annotations can be used in the globals list of a function declaration (Section 4.2) to describe
the states of global variables before and after the call.

If a global is preceded byndef , it is assumed to be undefined before the call. Thus, no error is
reported if the global is not defined when the function is called, but an error is reported if the global
is used in the function body before it is defined.
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annotglobs.c Running LCLint

int globnum; > Iclint annotglobs.c
LCLint 2.5 --- 23 May 00

struct {

char *firsthname; , o

char *lastname; annotglobs.c: (in function initialize)

int id: annotglobs.c:14: Undef global globnum used before
} globname; definition
Void annotglobs.c:16: Global storage globname contains

1 undefined field when call returns: firsthame

initialize (*@only@*/ char *name) annotglobs.c: (in function finalize)

[*@globals undef globnum,

undef globname @*/ annotglobs.c:22: Only storage globname.firstname
(type char *) derived from killed global is
14 globname.id = globnum; not released (memory leak)
globname.lasthame = name;

16} Finished LCLint checking --- 3 code errors found

void finalize (void)
*@globals killed globname@*/

free (globname.firsthame);
22}

Figure 14. Annotated globals lists.

Thekilled annotation denotes a global variable that may be undefined when the call returns. For
globals that contain dynamically allocated storagelled  global variable is similar to aanly
parameter (Section 5.2). An error is reported if it contains the only reference to storage that is not
released before the call returns.

7.2 Null Pointers

A common cause of program failures is when a null pointer is dereferenced. LCLint detects these
errors by distinguishing possiblyULL pointers at interface boundaries.

Thenull annotation is used to indicate that a pointer value majbikeL. A pointer declared with
nonull annotation, may not bldULL If null checking is turned on (controlled yull ), LCLint

will report an error when a possibly null pointer is passed as a parameter, returned as a result, or
assigned to an external reference withnod  qualifier.

If a pointer is declared with theull annotation, the code must check that it is Nat_L on all

paths leading to a dereference of the pointer (or the pointer being returned or passed as a value with
nonull annotation). Dereferences of possibly null pointers may be protected by conditional
statements or assertions (to see lamsert is declared see Section 7.3) that check the pointer is
notNULL

Consider two implementations bfstChar  in Figure 15. FoffirstCharl  , LCLint reports an
error since the pointer that is dereferenced is declared witlila annotation. FofirstChar2

no error is reported since the true branch of¢she= NULL if statement returns, so the dereference
of s is only reached i is notNULL
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null.c Running LCLint

char firstCharl (F@null@?*/ char *s) > [clint null.c

{ ;

3 return *s: LCLint 2.5 --- 23 May 00

}

. null.c:3: Dereference of possibly null pointer s: *s
fhar firstChar2 (*@null@*/ char *s) null.c:1; Storage s may become null
if (5 == NULL) return \0’; o ) )

9 return *s; Finished LCLint checking --- 1 code error found

}
No error is reported for line 9, since the
dereference is reached onlysifis non-null.

Figure 15. Null checking.

7.2.1 Predicate Functions

Another way to protect null dereference, is to declare a function daiagnull or truenull

and call the function in a conditional statement beforerthié -annotated pointer is dereferenced.
Thefalsenull andtruenull annotations may only be used on return values for functions that
return a Booleali result and whose first argument is a possibly null pointer.

A function is annotated wittruenull is assumed to returfiRUEIf its first parameter isNULL
andFALSE otherwise. For example, i6Null  is declared as,

F@truenull@*/ bool isNull (F@null@*/ char *x);

we could writefirstChar2
char firstChar2 (*@null@*/ char *s)
if (isNull (s)) return 0O’
return *s;

}

No error is reported since the dereference @ only reached ifsNull(s) is false, and since
isNull is declared with théruenull annotation this mearsmust not be null.

Thefalsenull annotation is not quite the oppositetadenull . If a function declared with
falsenull returnsTRUE it means its parameter is ndtJLL If it returnsFALSE, the parameter
may or may not b&lULL

For example, we could defineNonEmpty to returnTRUEIf its parameter is noNULL and has
least one character before tRe&JLterminator:

r@falsenull@*/ bool isNonEmpty (/*@null@*/ char *x)
{
return (x !'= NULL && *x != “0);
LCLint does not check that the implementation of a function declaredfafsenull or

truenull is consistent with its annotation, but assumes the annotation is correct when code that
calls the function is checked.

¥ That is, the return type isool , orint if +boolint is used.
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7.2.2 Overriding Null Types

Thenull annotation may be used in a type definition to indicate that all instances of the type may
beNULL For declarations of a type declared usingl , thenull annotation in the type

definition may be overridden withotnull . This is particularly useful for parameters to hidden

static  operations of abstract types where the null test has already been done before the function is
called, or function results of the type which are neMeiLL. For an abstract typ@otnull  may

not be used for parameters to external functions, since clients should not be aware of when the
concrete representation may RYLL Parameters to static functions in the implementation module,
however, may be declared usingtnull , since they may only be called from places where the
representation is accessible. Return valuestatic  or external functions may be declared using
notnull

Figure 16 gives an example showing the useathull

7.2.3 Relaxing Null Checking

An additional annotatiorrelnull may be used to relax null checkinge(hull is analogous to
reldef for definition checking). No error is reported whemnednull ~ value is dereferenced, or
when a possibly null value is assigned to an identifier declared usIngll

This is generally used for structure fields that may or may not be null depending on some other
constraint. LCLint does not report and error whddLL is assigned to eelnull reference, or
when arelnull reference is dereferenced. Itis up to the programmer to ensure that this
constraint is satisfied before the pointer is dereferenced.

mstring.c
typedef F@abstract@*/ *@null@*/ char *mstring;
static /*@notnull@*/ mstring mstring_createNew (int x) ;

mstring mstring_space (void)

{

mstrin g m = mstring_createNew (1);

Because ofiotnull  qualifier onmstring_createNew , can assumenis not null.
m="",*m+ 1) = \0';

return m;

}

Figure 16. Usingnotnull

7.3 Execution

To detect certain errors and avoid spurious errors, it is important to know something about the
control flow behavior of called functions. Without additional information, LCLint assumes that all
functions eventually return and execution continues normally at the call site.

Theexits annotation is used to denote a function that never returns. For example,

extern *@exits@*/ void fatalerror (/*@observer@*/ char *s);

declaredatalerror to never return. This allows LCLint to correctly analyze code like,

if (x == NULL) fatalerror ("Yikes!");
X = 3
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Other functions may exit, but sometimes (or usually) return normally. mi&gexit annotation
denotes a function that may or may not return. This doesn't help checking much, since LCLint must
assume that a function declared witlayexit returns normally when checking the code.

To be more precise, theueexit  andfalseexit annotations may be used. Similar to
truenull andfalsenull (see Section 7.2.1)rueexit  andfalseexit mean that a
function always exits if the value of its first argumenfTiRUEor FALSE respectively. They may be
used only on functions whose first argument has a Boolean type.

A function declared withrueexit must exit if the value of its argumentTRUE and a function
declared withfalseexit must exit if the value of its argumentBALSE. For example, the
standard library declaressert as®:

/*@falseexit@*/ void assert (*@sef@*/ bool /*@alt int@*/ pred);

This way, code like,

assert (x !'= NULL);

X = 3
is checked correctly, since tii@lseexit annotation orassert means the deference fis not
reached ix '= NULL is false.

7.4 Special Clauses

Sometimes it is necessary to specify function interfaces at a lower level than is possible with the
standard annotations. For example, if a function defines some fields of a returned structure but does
not define all the fields. ThE@special@*  annotation is used to mark a parameter, global

variable, or return value that is described using special clauses. The usual implicit definition rules
do not apply to a special declaration.

Special clauses may be used to constrain the state of a parameter or return value before or after a
call. One or more special clauses may appear in a function declaration, before the modifies or
globals clauses. Special clauses may be listed in any order, but the same special clause should not
be used more than once. Parameters used in special clauses must be annotated with
*@special@*/ in the function header. In a special clause lissult is used to refer to the

return value of the function. Hesult appears in a special clause, the function return value must

be annotated withr@special@*/

The following special clauses are used to describe the definition state or parameters before and after
the function is called and the return value after the function returns:

*@uses <references> @*/
References in theses clause must be completely defined before the function is called.
They are assumed to be defined at function entrance when the function is checked.

DThesef annotation denotes a parameter as side-effect free (see Section 8.2.1). By declaring the
argument taassert  to be side-effect free, LCLint will report errors if the parameteassert

produces a side-effect. This is especially pertinent if assertions are turned off when the production
version is compiled. Theool /*@alt int@*/ type specifier for the parameter means the
parameter type must match eithmol orint . Alternate types are described in Section 8.2.2.
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*@sets <references> @*/
References in theets clause must be allocated before the function is called. They are
completely defined after the function returns. When the function is checked, they are
assumed to be allocated at function entrance and an error is reported if there is a path on
which they are not defined before the function returns.

*@defines  <references> @*/
References in theefines  clause must not refer to unshared, allocated storage before the
function is called. They are completely defined after the function returns. When the function
is checked, they are assumed to be undefined at function entrance and an error is reported if
there is a path on which they are not defined before the function returns.

/*@allocates <references> @*/
References in thallocates  clause must not refer to unshared, allocated storage before the
function is called. They are allocated but not necessarily defined after the function returns.
When the function is checked, they are assumed to be undefined at function entrance and an
error is reported if there is a path on which they are not allocated before the function returns.

*@releases  <references> @*/
References in theeleases  clause are deallocated by the function. They must correspond
to storage that could be passed a®aly parameter before the function is called, and are
dead pointers after the function returns. When the function is checked, they are assumed to
be allocated at function entrance and an error is reported if they refer to live, allocated
storage at any return point.

Additional generic special clauses can be used to describe other aspects of the state of inner storage
before or after a call. Generic special clauses have the $tata : constraint . The state is

eitherpre (before the function is called), @ost (after the function is called). The constraint is

similar to an annotation. The following constraints are supported:

Aliasing Annotations

pre:only , post:only

pre:shared |, post:shared

pre:owned , post:owned

pre:dependent , post:dependent
References refer tonly , shared , owned or dependent storage beforepfe ) or after
(post ) the call.

Exposure Annotations

pre.observer , post.observer
pre:exposed , post:exposed
References refer tobserver orexposed storage beforepfe ) or after post ) the call.

Null State Annotations

pre:isnull , post:isnull
References have the valtJLL before pre ) or after post ) the call. Note, this is not the
same name or meaning as the null annotation (which means themaijtkse NULL)
pre:notnull , post:notnull
References do not have the vaNgLL before pre ) or after post ) the call.
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Some examples of special clauses are shown in Figure 17. The defines claeseribrnew

indicates that thal field of the structure pointed to by the result is defined, butifmae field is

not. Soyecord_create needs to caltecord_setName to define the name field. Similarly,

the releases clause farcord_clearName  indicates that no storage is associated withridrae

field of its parameter after the return, so no failure to deallocate storage message is produced for the
call tofree inrecord_free

special.c

typedef struct

int id;
*@only@*/ char *name;
} *record;

static /*@special@*/ record record_new (void)
[*@defines result->id@*/

{
recor d r = (record) malloc (sizeof (*r));
assert (r !'= NULL);
r->id = 3;
return r;
}
static void
record_setName (/*@special@*/ record r, /*@only@*/ char *name)
[*@defines r->name@*/
{
r->name = name;
}
record record_create (*@only@*/ char *name)
{
recor d r = record_new ();
record_setName (r, name);
return r;
}

void record_clearName (/*@special@*/ record r)
[*@releases r->name@*/
*@post:isnull r->name@*/

free (r->name);
r->name = NULL,;

}

void record_free (/*@only@*/ record r)

record_clearName (r);
free (r);

}

Figure 17. Special Clauses.
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8. Macros

Macros are commonly used in C programs to implement constants or to mimic functions without the
overhead of a function call. Macros that are used to implement functions are a persistent source of
bugs in C programs, since they may not behave like the intended function when they are invoked
with certain parameters or used in certain syntactic contexts.

LCLint eliminates most of the potential problems by detecting macros with dangerous
implementations and dangerous macro invocations. Whether or not a macro definition is checked
or expanded normally depends on flag settings and control comments (see Section 8.3). Stylized
macros can also be used to define control structures for iterating through many values (see Section
8.4).

8.1 Constant Macros

Macros may be used to implement constants. To get type-checking for constant macros, use the
constant  syntactic comment:

*@constant null char *mstring_undefined@?*/

Declared constants are not expanded and are checked according to the declaration. A constant with
anull annotation may be used aesly storage.

8.2 Function-like Macros
Using macros to imitate functions is notoriously dangerous. Consider this broken macro for
squaring a number:

# define square(x ) x * x

This works fine for a simple invocation likequare(i) . It behaves unexpectedly, though, if it is
invoked with a parameter that has a side effect.

For examplesquare(i++)  expands té++ * i++ . Not only does this give the incorrect result,

it has undefined behavior since the order in which the operands are evaluated is not defined. (See
Section 10.1 for more information on how expressions exhibiting undefined evaluation order
behavior are detected by LCLint.) To correct the problem we either need to rewrite the macro so
that its parameter is evaluated exactly once, or prevent clients from invoking the macro with a
parameter that has a side-effect.

Another possible problem with macros is that they may produce unexpected results because of
operator precedence rules. The invocatsmuare(i+1)  expands té+1*i+1 , which evaluates
toi+i+1l instead of the square &f1 . To ensure the expected behavior, the macro parameter
should be enclosed in parentheses where it is used in the macro body.

Macros may also behave unexpectedly if they are not syntactically equivalent to an expression.
Consider the macro definition,

# define incCounts() ntotal++; ncurrent++;

This works fine, unless it is used as a statement. For example,
if (x < 3) incCounts();

incrementsitotal  if x < 3 but always incrementscurrent
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One solution is to use the comma operator to define the macro:
# define incCounts() (ntotal++, ncurrent++)

More complicated macros can be written usirgpa... while construction:

# define incCounts() \
do { ntotal++; ncurrent++; } while (FALSE)

LCLint detects these pitfalls in macro definitions, and checks that a macro behaves as much like a
function as possible. A client should only be able to tell that a function was implemented by a
macro if it attempts to use the macro as a pointer to a function.

LCLint does these checks on a macro definition corresponding to a function:

» Each parameter to a macro (except those declared to be side-effect free, see Section 8.2.1) must
be used exactly once in all possible executions of the macro, so side-effecting arguments behave
as expected* (Controlled bymacroparams .)

* A parameter to a macro may not be used as the left-hand side of an assignment expression or as
the operand of an increment or decrement operator in the macro text, since this produces non-
functional behavior. (Controlled hyacroassign .)

» Macro parameters must be enclosed in parentheses when they are used in potentially dangerous
contexts. (Controlled bygnacroparens .)

* A macro definition must be syntactically equivalent to a statement when it is invoked followed
by a semicolon. (Controlled bypacrostmt )

» The type of the macro body must match the return type of the corresponding function. If the
macro is declared with typeid , its body may have any type but the macro value may not be
used.

« All variables declared in the body of a macro definition must be in the macro variable
namespace, so they do not conflict with variables in the scope where the macro is invoked
(which may be used in the macro parameters). By default, the macro namespace is all names
prefixed bym_. (See Section 9.2 for information on controlling namespaces.)

At the call site, a macro is checked like any other function call.

8.2.1 Side-Effect Free Parameters

Suppose we really do want to implemeqtare as a macro, but want do so in a safe way. One
way to do this is to require that it is never invoked with a parameter that has a side-effect. LCLint
will check that this constraint holds, if the parameter is annotated sideeeffect free That is, the
expression corresponding to this parameter must not modify any state, so it does not matter how
many times it is evaluated. Tisef annotation is used to denote a parameter that may not have any
side-effects:

extern int square (*@sef@*/ int Xx);

# define square(x) ((xX) *(x))
Now, LCLint will not report an error checking the definition efuare even thougtx is used more
than once.

A message will be reported, howeversdfuare is invoked with a parameter that has a side-effect.
For the code fragment,

% To be completely correct, all the macro parameters should be evaluated before the macro has any side-
effects. Since checking this would require extensive analysis for occasional modest gain, it was not
considered worth implementing.
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square (i++)
LCLint produces the message:
Parameter 1 to square is declared sef, but the argument may modify i: i++

Itis also an error to pass a neef macro parameter assef macro parameter in the body of a
macro definition. For example,

extern int sumsquares (int x, int y);
# define sumsquares(x,y) (square(x) + square(y))

Althoughx only appears once in the definition sdmsquares it will be evaluated twice since
square is expanded. LCLint reports an error when a rs&fi- macro parameter is passed aseh
parameter.

A parameter may be passed aseé parameter without an error being reported, if LCLint can
determine that evaluating the parameter has no side-effects. For function calls, the modifies clause
is used to determine if a side-effect is possfileTo prevent many spurious errors, if the called
function has no modifies clause, LCLint will report an error onlgef-uncon is on. Justifiably
paranoid programmers will insist on settisgf-uncon  on, and will add modifies clauses to
unconstrained functions that are used@&i macro arguments.

8.2.2 Polymorphism

One problem with our new definition atjuare is that while the original macro would work for
parameters of any numeric type, LCLint will now report an error is the new version is used with a
non-integer parameter.

We can use th&@alt <type>,  “@>syntax to indicate that an alternate type may be used. For
example,

extern int /*@alt float@*/ square (*@sef@*/ int /*@alt float@*/ Xx);
# define square(x) ((x) *(x))
declaresquare for bothint s andfloat s.

Alternate types are also useful for declaring functions for which the return value may be safely
ignored (see Section 10.3.2).

8.3 Controlling Macro Checking

By default, LCLint expands macros normally and checks the resulting code after macros have been
expanded. Flags and control comments may be used to control which macros are expanded and
which are checked as functions or constants.

If the fcn-macros flag is on, LCLint assumes all macros defined with parameter lists implement
functions and checks them accordingly. Parameterized macros are not expanded and are checked as
functions with unknown result and parameter types (or using the types in the prototype, if one is

given). The analogous flag for macros that define constawtzrist-macros . If it is on, macros
with no parameter lists are assumed to be constants, and checked accordingiyl-riiaeros
flag sets botHcn-macros  andconst-macros . If the macro-fcn-decl flag is set, a

message reports parameterized macros with no corresponding function prototypeméidioe

% Note that functions that do not produce to the same result each time they are called with the same
arguments should be declared to modifiernalState so they will lead to errors if they are passed
assef parameters.
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const-decl  flag is set, a similar message reports macros with no parameters that have no
corresponding constant declaration.

The macro checks described in the previous sections make sense only for macros that are intended
to replace functions or constants. WHenmacros or constmacros is on, more general

macros need to be marked so they will not be checked as functions or constants, and will be
expanded normally. Macros that are not meant to behave like functions should be preceded by the
*@notfunction@*/ comment. For example,

[*@notfunction@*/
# define forever for(;;)

Macros preceded hyotfunction are expanded normally before regular checking is done. If a
macro that is not syntactically equivalent to a statement without a semi-colon (e.g., a macro which
enters a new scope) is not precededhbtfunction , parse errors may result whésn-

macros or const-macros s on.

8.4 lterators

It is often useful to be able to execute the same code for many different values. For example, we
may want to sum all elements in anSet  that represents a set of integersintSet is an

abstract type, there is no easy way of doing this in a client module without depending on the
concrete representation of the type. Instead, we could provide such a mechanism as part of the
type’s implementation. We call a mechanism for looping through many valugésrator.

The C language provides no mechanism for creating user-defined iterators. LCLint supports a
stylized form of iterators declared using syntactic comments and defined using macros.

Iterator declarations are similar to function declarations except instead of returning a value, they
assign values to thejtield parameters in each iteration. For example, we could add this iterator
declaration tantSet.h

*@iter intSet_elements (intSet s, yield int el);@*/

Theyield annotation means that the variable passed as the second actual argument is declared as
a local variable of typent and assigned a value in each loop iteration.

Defining Iterators
An iterator is defined using a macro. Here’s one (not particularly efficient) way of defining
intSet_elements

typedef /*@abstract@*/ struct {
int nelements;
int *elements;

} intSet;
#“define intSet_elements(s,m_el) \
{ int m_i; \
for (m_i = (0); m_i <= ((s)->nelements); m_i++) { \

int m_el = (s)->elements[(m_i)];
# define end_intSet_elements }}

Each time through the loop, the yield parameterl is assigned to the next value. After each
value has been assignedmoel for one iteration, the loop terminates. Variables declared by the
iterator macro (including thgield parameter) are preceded by the macro variable namespace
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prefix m_(see Section 8.2) to avoid conflicts with variables defined in the scope where the iterator
is used.

Using Iterators

The general structure for using an iterator is,
iter ( <params>) stmt; end_ iter

For example, a client could ug&Set_elements to sum the elements of antSet
intSet s;
int sum = O;

intSet_elements (s, el) {
sum += el;
} end_intSet_elements;

The actual parameter corresponding to a yield paramsteis not declared in the function scope.
Instead, it is declared by the iterator and assigned to an appropriate value for each iteration.

LCLint will do the following checks for uses of stylized iterators:

» Aninvocation of the iteratoiter must be balanced by a corresponding end, naened iter

« All actual parameters must be defined, except those corresponding to yield parameters.

» Yield parameters must be new identifiers, not declared in the current scope or any enclosing
scope.

Iterators are a bit awkward to implement, but they enable compact, easily understood client code.
For abstract collection types, an iterator can be used to enable clients to operate on elements of the
collection without breaking data abstraction.
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9. Naming Conventions

Naming conventions tend to be a religious issue. Generally, it doesn't matter too much what naming
convention is followed as long as one is chosen and followed religiously. There are two kinds of
naming conventions supported by LCLint. Type-based naming conventions (Section 9.1) constrain
identifier names according to the abstract types that are accessible where the identifier is defined.
Prefix naming conventions (Section 9.2) constrain the initial characters of identifier names
according to what is being declared and its scope. Naming conventions may be combined or
different conventions may be selected for different kinds of identifiers. In addition, LCLint supports
checking that names do not conflict with names reserved for the standard library or implementation
(Section 9.3) and that names are sufficiently distinguishable from other names.

9.1 Type-Based Naming Conventions

Generic naming conventions constrain valid names of identifiers. By limiting valid names,
namespaces may be preserved and programs may be more easily understood since the name gives
clues as to how and where the name is defined and how it should be used.

Names may be constrained by the scope of the name (external, file static, internal), the file in which
the identifier is defined, the type of the identifier, and global constraints.

9.1.1 Czech Names

Czech® names denote operations and variables of abstract types by preceding the names by
<type> _. The remainder of the name should begin with a lowercase character, but may use any
other character besides the underscore. Types may be named using any non-underscore characters.

The Czech naming convention is selected bydhech flag. If access-czech ison,a

function, variable, constant or iterator namegipe> _<name>has access to the abstract type
<type> . Reporting of violations of the Czech naming convention is controlled by different flags
depending on what is being declared:

czech-fcns
Functions and iterators. An error is reported for a function name of the form <prefix>_<name>
where <prefix> is not the name of an accessible type. Note that if accessczech is on, a type
named <prefix> would be accessible in a function beginning with <prefix>_. If access-czech is
off, an error is reported instead. An error is reported for a function name that does not have an
underscore if any abstract types are accessible where the function is defined.

czech-vars

czech-constants

czech-macros
Variables, constants and expanded macros. An error is reported if the identifier name starts
with <prefix> _ andprefix is not the name of an accessible abstract type, or if an
abstract type is accessible and the identifier name does not begirtygiid™>_ wheretype

% The most renowned C naming convention is the Hungarian naming convention, introduced by Charles
Simonyi [Simonyi, Charles, and Martin Heller. “The Hungarian RevolutioBYTE August1991, p.

131-38]. The names for LCLint haming conventions follow the tradition of using Central European
nationalities as mnemonics for naming conventions. The LCLint conventions are similar to the

Hungarian naming convention in that they encode type information in names, except that the LCLint
conventions encode the names of accessible abstract types instead of the type of the declaration of return
value. Prefixes used in the Hungarian naming convention are ppbsted by LCLint.
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is the name of an accessible abstract typeactfess-czech is on, the representation of

the type is visible in the constant or variable definition.
czech-types

User-defined types. An error is reported if a type name includes an underscore character.

9.1.2 Slovak Names

Slovak names are similar to Czech names, except they are spelled differently. A Slovak name is of
the form<type><Name> . The type prefix may not use uppercase characters. The remainder of the
name starts with the first uppercase character.

Theslovak flag selects the Slovak naming convention. Like Czech names, it may be used Wi(g course. this
access-slovak  to control access to abstract representations.sidhvak-fcns |, slovak- is a compllete
vars , slovak-constants , andslovak-macros  flags are analogous to the similar Czech jumble to the

flags. If slovak-type is on, an error is reported if a type name includes an uppercase letter. uninitiated,
and that’s the

joke.
9.1.3 Czechoslovak Names Charles

Czechoslovak names are a combination of Czech names and Slovak names. Operations may beimonyi, on
named eithektype> _ followed by any sequence of non-underscore charactergype> the Hungarian
followed by an uppercase letter and any sequence of characters. Czechoslovak names have been dl3""9
of favor since 1993, but may be necessary for checking legacy codez€bboslovak-fcns , convention
czechoslovak-vars , czechoslovak-macros , andczechoslovak-constants flags

are analogous to the similar Czech flagsc4échoslovak-type is on, an error is reported if a

type name contains either an uppercase letter or an underscore character.

9.2 Namespace Prefixes

Another way to restrict names is to constrain the leading character sequences of various kinds of
identifiers. For example, the names of all user-defined types might begin Witlolfowed by an
uppercase letter and all file static names begin with an uppercase letter. This may be useful for
enforcing a namespace (e.g., all names exported by the X-windows library should begiX\ith “

or just making programs easier to understand by establishing an enforced convention. LCLint can
be used to constrain identifiers in this way to detect identifiers inconsistent with prefixes.

All namespace flags are of the formgcontext> prefix <string> . For example, the macro
variable namespace restricting identifiers declared in macro bodies to be preceded plld

be selected bymacrovarprefix "m_" . The string may contain regular characters that may
appear in a C identifier. These must match the initial characters of the identifier name. In addition,
special characters (shown in Table 1) can be used to denote a class of chétatters.character

may be used at the end of a prefix string to specify the rest of the identifier is zero or more
characters matching the character immediately beforg.theor example, the prefix stringr&*”
matches T” or * TWINDOWbut not “Twin ”.

24 Namespace prefixes should probably be described by regular expressions. LCLint uses a simpler, more
limited means for describing names, which is believed to be adequate for describing most useful naming
conventions. If there is sufficient interest, regular expressions may be supported in a future version of
LCLint.
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Different prefixes can be selected for the following identifier contexts:

macro-var-prefix Any variable declared inside a macro body

unchecked-macro-prefix Any macro that is not checked as a function or constant
(see Section 8.4)

tag-prefix Tags forstruct , union andenum declarations

enum-prefix Members ofenum types

type-prefix Name of a user-defined type

file-static-prefix Any identifier with file static scope

glob-var-prefix Any variable (not of function type) with global scope

const-prefix Any constant (see Section 8.1)

iter-prefix An iterator (see Section 8.4)

proto-param-prefix A parameter in a function declaration prototype

external-prefix Any exported identifier

If an identifier is in more than one of the namespace contexts, the most specific defined namespace
prefix is used (e.g., a global variable is also an exported identifier,golifal-var-prefix is

set, it is checked against the variable name; if not, the identifier is checked agaiestdimeal-

prefix )

For each prefix flag, a corresponding flag namgatefixname> exclude controls whether

errors are reported if identifiers in a different namespace match the namespace prefix. For example,
if macro-var-prefix-exclude is on, LCLint checks that no identifier that is not a variable
declared inside a macro body uses the macro variable prefix.

Here is a (somewhat draconian) sample naming convention:

-unchecked-macro-prefix "~*" Unchecked macros have no lowercase letters.

-type-prefix "T"&*" All type names begin witf followed by an
uppercase letter. The rest of the name is all
lowercase letters.

+type-prefix-exclude No identifier that does not name a user-defined type
name begins with the type name prefix.

-file-static-prefix ""&&&" File static scope variables begin with an uppercase
letter and three lowercase letters.

-proto-param-prefix "p_" All parameters in prototypes must begin with.

-glob-var-prefix "G" All global variables start witlG.

+glob-var-prefix-exclude No identifier that is not a global variable starts with
G

The prefix for parameters in function prototypes is useful for making sure parameter names are not
in conflict with macros defined before the function prototype. In most cases, it may be preferable to
not name prototype parameters. If fm@to-param-name  flag is set, an error is reported for

any named parameter in a prototype declaration. pificdo-param-prefix is set, no error is
reported for unnamed parameters.
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It may also be useful to check the names of prototype parameters correspond to the names in
definitions® If proto-param-match is set, LCLint will report an error if the name of a
definition parameter does not match the corresponding prototype parameter (after removing the
protoparamprefix ).

N Any uppercase letteA-Z
&  Any lowercase lettea-z
%  Any character that is not an uppercase letter (allows lowercase letters, digits and undgrscore)
~  Any character that is not a lowercase letter (allows uppercase letters, digits and undergcore)
$  Anyletter @-z, A-2)

I Any letter or digit @-Z , a-z , 0-9)

?  Any character valid in a C identifier
#  Any digit, 0-9

Table 1. Prefix character codes.

9.3 Naming Restrictions

Additional naming restrictions can be used to check that names do no conflict with names reserved
for the standard library, and that identifier are sufficiently distinct (either for the compiler and

linker, or for the programmer.) Restrictions may be different for names that are needed by the
linker (externalnames) and names that are only needed during compilaiitesn@al names).

Names of norstatic  functions and global variables are external; all other names are internal.

9.3.1 Reserved Names

Many names are reserved for the implementation and standard library. A complete list of reserved
names can be found in [vdL, p. 126-128] or [ANSI, Section 4]. Some name prefixes ssith as
followed by a lowercase character are reserved for future library extensions. Most C compilers do
not detect naming conflicts, and they can lead to unpredictable program behaaosi-If

reserved ison, LCLint reports errors for external names that conflict with reserved names. |If
ansi-reserved-internal is on, errors are also reported for internal names.

If the cpp-names flag is set, LCLint will report identifier names that are keywords or reserved
words in C++. This is useful if the code may later be compiled with a C++ compiler (of course, this
is not enough to ensure the meaning of the code is not changed when it is compiled as C++.)

9.3.2 Distinct Identifiers

LCLint can check that identifiers differ within a given number of characters, optionally ignoring
alphabetic case and differences between characters that look similar. The number of significant
characters may be different for external and internal names.

Using+distinct-external-names sets the number of significant characters for external
names to six and makes alphabetical case insignificant for external names. This is the minimum
significance acceptable in an ANSI-conforming compiler. Most modern compilers exceed these
minimums (which are particularly hard to follow if one uses the Czech or Slovak naming
convention). The number of significant characters can be changed usiegténeal-name-

% While using header files as documentation is not generally recommended, it is common enough
practice that it makes sense to check that parameter names are consistent. A discrepancy may indicate an
error in the parameter order in the function prototype.
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is on, alphabetical case

is ignored in comparing external names. LCLint reports identifiers that differ only in alphabetic

case.

For internal identifiers, a conforming compiler must recognize at least 31 characters and treat
alphabetical cases distinctly. Nevertheless, it may still be useful to check that internal names are
more distinct then required by the compiler to minimize the likelihood that identifiers are confused

in the program. Analogously to external names,ittiernal-name-length <number>
flag sets the number of significant characters in an internal namangsrdal-name-case-
insensitive sets the case sensitivity. Theernal-name-look-alike flag further

restricts distinctions between identifiers. When set, similar-looking characters match — the
lowercase letterl*” matches the uppercase lettérand the number1”; the letter ‘O’ or “0”
matches the numbep”; * 5” matches ‘S”; and “2” matches Z”. Identifiers that are not distinct
except for look-alike characters will produce an error message. External names are also internal
names, so they must satisfy both the external and internal distinct identifier checks.

names.c Running LCLint

1 char *stringrev (char *s);
3 int f (int x)

5 int lookalike = 1;
6 int lookalike = 2;

if (x > 3)
{
10 int x = lookalike;
X += lookalike;
}
return X;

}

> |clint names.c +distinctinternalnames
+internalnamelookalike

+ansireserved
LCLint 2.5 --- 23 May 00

names.c:1: Name stringreverse is reserved for future ANSI
library
extensions. Functions that begin with "str" and a lowercase
letter may be added to <stdlib.h> or <string.h>. (See ANSI,
Section 4.13.7)
names.c:6: Internal identifier lookalike is not distinguishable
from
lookalike except by lookalike characters
names.c:5: Declaration of lookalike
names.c:10: Variable x shadows outer declaration
names.c:3: Previous declaration of x: int

Finished LCLint checking --- 3 code errors found

Figure 18. Naming checks.

The decision to retain the old six-

character case-insensitive
restriction on significance was
most painful.

ANSI C Rationale
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10. Other Checks

The section describes other errors detected by LCLint that are not directly related to extra
information provided in annotations. Many of the checks are significantly improved, however,
because of the extra information that is known about the program.

10.1 Undefined Evaluation Order

The order in which side effects take place in a C program is not entirely defined by the code.
Certain execution points are knownsexjuence points- a function call (after the arguments have
been evaluated), the end of a full expression (an initializer, expression in an expression statement,
the control expression of ah , switch , while ordo statement, each expression dba

statement, and the expression ireturn  statement), and after the first operand &&|| , ? or,
operand.

All side effects before a sequence point must be complete before the sequence point, and no
evaluations after the sequence point shall have taken place [ANSI, Section 2.1.2.3]. Between
sequence points, side effects and evaluations may take place in any order. Hence, the order in
which expressions or arguments are evaluated is not specified. Compilers are free to evaluate
function arguments and parts of expressions (that do not contain sequence points) in any order. The
behavior of code is undefined if it uses a value that is modified by another expression that is not
required to be evaluated before or after the other use.

LCLint detects instances where undetermined order of evaluation produces undefined behavior. If
modifies clauses and globals lists are used, this checking is enabled in expressions involving
function calls. Evaluation order checking is controlled byé¢kal-order  flag.

order.c Running LCLint

extern int glob; > Iclint order.c +evalorderuncon

. . LCLint 2.5 --- 23 May 00

extern int mystery (void);

order.c:11: Expression has undefined behavior (value of right
operand modified by left operand): x++ * x

order.c:13: Expression has undefined behavior (left operand uses
i, modified by right operand): y[i] = i++

order.c:14: Expression has undefined behavior (value of right

extern int modglob (void)
[*@globals glob@*/
*@modifies glob@*/ ;

int f (int x, int y[])

14 i += modglob() * glob;
15 i += mystery() * glob;
16 return i;

}

El inti = x++ * x operand modified by left operand): modglob() * glob
' From the modifies clausejodglob may modifyglob .
13 y[i] = i++ The behavior is undefined since we don’t know if glof

is evaluated before, after or during the modification.
order.c:15: Expression has undefined behavior (unconstrained
function mystery used in left operand may set global variable
glob used in right operand): mystery() * glob
Not reported withoutrevalorderuncon

Finished LCLint checking --- 4 code errors found

Figure 19. Evaluation order
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When checking systems without modifies and globals information, evaluation order checking may
report errors when unconstrained functions are called in procedure arguments. Since LCLint has no
annotations to constrain what these functions may modify, it cannot be guaranteed that the
evaluation order is defined if another argument calls an unconstrained function or uses a global
variable or storage reachable from a parameter to the unconstrained function. Its best to add
modifies and globals clauses to constrain the unconstrained functions in ways that eliminate the
possibility of undefined behavior. For large legacy systems, this may require too much effort.
Instead, theeval-order-uncon flag may be used to prevent reporting of undefined behavior

due to the order of evaluation of unconstrained functions.

10.2 Problematic Control Structures

A number of control structures that are syntactically legal may indicate likely bugs in programs.
LCLint can detect errors involving likely infinite loops (Section 10.2.1), fall through cases and
missing cases iswitch  statements (Section 10.2.Pyeak statements within deeply nested loops

or switches (Section 10.2.3), clausesfof while orfor statements that are empty statements or
unblocked single statements (Section 10.2.4) and incomplete if-else logic (Section 10.2.5).
Although any of these may appear in a correct program, depending on the programming style used
they may indicate likely bugs or style violations that should be detected and eliminated.

10.2.1 Likely Infinite Loops

LCLint reports an error if it detects a loop that appears to be infinite. An error is reported for a loop
that does not modify any value used in its condition test inside the body of the loop or in the
condition test itself. This checking is enhanced by modifies clauses and globals lists since they
provide more information about what global variable may be used in the condition test and what
values may be modified by function calls in the loop body.

Figure 20 shows examples of infinite loops detected by LCLint. An error is reported for the loop in
line 14, since neither of the values used in the loop conditioirectly andglobl through the call

tof ) is modified by the body of the loop. If the declarationgois changed to includglobl in the
modifies clause no error is reported. (In this example, if we assume the annotations are correct, then
the programmer has probably called the wrong function in the loop body. This isn’t surprising,

given the horrible choices of function and variable names!)

If an unconstrained function is called within the loop body, LCLint will assume that it modifies a
value used in the condition test and not report an infinite loop error, uimBespsuncon is

on. Ifinfloopsuncon is on, LCLint will report infinite loop errors for loops where there is no
explicit modification of a value used in the condition test, but where they may be an undetected
modification through a call to an unconstrained function (e.g., line 15 in Figure 20).

10.2.2 Switches

The automatic fall-through of C switch statements is almost never the intended befiah@irint
detectase statements with code that may fall through to the mase . Thecasebreak flag
controls reporting of fall through cases. A single fall through case may be marked by preceding the
case keyword with/*@fallthrough@*/ to indicate explicitly that execution falls through to

this case.

% peter van der Linden estimates that default fall through is the wrong behavior 97% of the time.
[vdL95, p. 37]
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loop.c Running LCLint

extern int globl, glob2; > Iclint loop.c +infloopsuncon

extern int f (void) LCLint2.5 - 23 May 00

/*@globals globl@*/

*@modifies nothing@*/ : loop.c: (in function upto) _
loop.c:14: Suspected infinite loop. No value used in loop test (,
extern void g (void) globl) is modified by test or loop body.
[*@modifies glob2@*/ ; loop.c:15: Suspected infinite loop. No condition values
modified.

extern void h (void) ; Modification possible through unconstrained calls: h

void upto (int X)
Finished LCLint checking --- 2 code errors found
14 while (x > () g();
15 while (f() < 3) h(); An error is reported for line 14 since the only value
modified by the loop test or bodygfob2 and the value
of the loop test does not dependgiob2 .

The error for line 15 would not be reported if
+infloopsuncon wasn’'t used.

Figure 20. Infinite loop checking

For switches ornumtypes, LCLint reports an error if a member of the enumerator does not appear
as a case in the switch body (and there iglafault case). (Controlled bgnisscase .)

switch.c Running LCLint

typ\e(:g(;f e,\rlwgm D{EFINITELY > Iclint switch.c
PROBABLY, MAYBE } ynm: LCLint2.5 - 23 May 00
void decide (ynm ) switch.c: (in function decide) .
switch.c:11: Fall through case (no preceding break)
switch (y) switch.c:14: Missing case in switch: DEFINITELY

case PROBABLY:
case NO: printf ("No!");
11 case MAYBE: printf ("Maybe");

Finished LCLint checking --- 2 code errors found

/*@fallthrough@*/ No fall through error is reported for thslOcase,
case YES: printf ("Yes!"); since there are no statements associated with the
14} previous case. The@fallthrough@*/
} comment prevents a message from being proddiced
for theYEScase. T

Figure 21. Switch checking.

10.2.3 Deep Breaks

There is no syntax provided by C (other thgoto ) for breaking out of a nested loop. Alteak
andcontinue  statements act only on the innermost surrounding loop or switch. This often leads
to serious problemi$when a programmer intends to break the outer loop or switch instead. LCLint
optionally reports errors fdsreak andcontinue statements in nested contexts.

T «goftware Glitch Cripples AT&T Network”, Telephony, 22 January 1990.
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Four types obreak errors are reported:

¢ break inside a loop\hile orfor )thatisinside a loop. Controlled bgoploopbreak
To indicate that &reak is inside an inner loop, precede theak by /*@innerbreak@*/

* break inside aloop thatis insideswitch statement. Controlled bgwitchloopbreak
To mark thebreak as aloop break, precede theeak by /*@loopbreak@*/

¢ break inside aswitch statement that is inside a loop. Controlledibypswitchbreak . To
mark thebreak as a switch break, precede theak by /*@switchbreak@*/
* break inside aswitch inside anotheswitch . Controlled byswitchswitchbreak . To

indicate that théreak is for the inner switch, usé@innerbreak@*/

Sincecontinue  only makes sense within loops, errors are only reporteddotinue  statements
within nested loops. (Controlled bgoploopcontinue .) A safe innercontinue may be
preceded by*@innercontinue @*/ to suppress error messages locally. @ieepbreak flag
sets all nested break and continue checking flags.

LCLint reports an error if the marker precedingraak is not consistent with its effect. An error is
reported ifinnerbreak  precedes areak that is not breaking an inner loogwitchbreak
precedes areak thatis not breaking a switch, twopbreak precedes areak thatis not
breaking a loop.

10.2.4 Loop and If Bodies

An empty statement after ah , while orfor often indicates a potential bug. A single statement
(i.e., not a compound block) after &n, while orfor is not likely to indicate a bug, but make the
code harder to read and edit. LCLint can report errors for if or loop statements with empty bodies or
bodies that are not compound statements. Separate flags control checking for statements following
an if ,while orfor :

o [if , while , forlempty — report errors for empty bodies (e.g.,(x > 3) ; )
« [if , while , for]block — report errors for non-block bodies (e.dj.,(x > 3) x++; )

Theif statement checks also apply to the body ofdlse clause. Anfblock  erroris not
reported if the body of thelse clause is afif statement, to allowlse if chains.

10.2.5 Complete if-else Logic

Although it may be perfectly reasonable in many contextsf aelse chain with no finalelse
may indicate missing logic or forgetting to check error casesglsiif-complete is on,
LCLint reports errors when afh statement that is the body of atse clause does not have a
matchingelse clause. For example, the code,

if (x == 0) { return "nil"; }
else if (x == 1) { return "many"; }

produces an error message since the seiforttas no matchinglse branch.

10.3 Suspicious Statements

LCLint detects errors involving statements with no apparent effects (Section 10.3.1) and statements
that ignore the result of a called function (Section 10.3.2).
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10.3.1 Statements with No Effects

LCLint can report errors for statements that have no effect. (Controllembsffect )

Because of modifies clauses, LCLint can detect more errors than traditional checkers. Unless the
no-effect-uncon flag is on, errors are not reported for statements that involve calls to
unconstrained functions since the unconstrained function may cause a modification.

noeffect.c Running LCLint

extern void > [clint noeffect.c +noeffectuncon
nomodcall (|nt *X) I*@*/; LCLint 2.5 --- 23 May 00
Recall that /*@*/ is shorthand for
modifies nothing and use no globals. noeffect.c:6: Statement has no effect: y == *x

; O
extern void mysterycall (int *x); noeffect.c.7: Statement has no effect: nomodcall(x)

noeffect.c:8: Statement has no effect (possible

int noeffect (int *x, int y) neit
undetected modification through call to

y == *x; unconstrained function mysterycall):
nomodcall (x); mysterycall(x)
Eﬁﬁr{i‘?‘” ; Not reported without-noeffectuncon

Finished LCLint checking --- 3 code errors found

Figure 22. Statements with no effect.

10.3.2 Ignored Return Values

LCLint reports an error when a return value is ignored. Checking may be controlled based on the
type of the return valueet-val-int controls reporting of ignored return values of tyipe ,
andret-val-bool for return values of typeool , andret-val-others for all other types.

A function statement may be castvoid to prevent this error from being reported.

Alternate types (Section 8.2.2) can be used to declare functions that return values that may safely be
ignored by declaring the result type to alternatelywbigd . Several functions in the standard library

are specified to alternately retuvnid to prevent ignored return value errors for standard library
functions (e.g.strcpy ) where the result may be safely ignored (see Appendix F).

Figure 23 shows example of ignored return value errors reported by LCLint.

ignore.c Running LCLint

extern L?t Iﬁ fE:)VO(id);d) > Iclint ignore.c
extern boo void); -
extern int /@alt void@*/ LCLint2.5 - 23 May 00

fv (void); . , o

ignore.c: (in function ignore)

int ignore (void) ignore.c:8: Return value (type int) ignored: fi()
{ ignore.c:10: Return value (type bool) ignored: fb()
g fi ()
13 %’0'8) fi 0: Finished LCLint checking --- 2 code errors found
11 fv () _ _
12 return fv (); The message for line 8 would not be reported if
} -retvalint is set; for line 10, if-retvalbool is set.

No message is reported for line 9 because the result is chst
tovoid , and no message is reported for line 11 becausq
is declared to alternately returmoid .
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Figure 23. Ignored return values.

10.4 Unused Declarations

LCLint detects constants, functions, parameters, variables, types, enumerator members, and
structure or union fields that are declared but never used. Thedtagduse |, fcnuse

paramuse , varuse ,typeuse ,enummemuseandfielduse control whether unused
declaration errors are reported for each kind of declaration. Errors for exported declarations are
reported only iftopuse is on (see Section 10.5).

The/*@unused@*/ annotation can be used before a declaration to indicate that the item declared
need not be used. Unused declaration errors are not reported for identifiers declaneduséed .

10.5 Complete Programs

LCLint can be used on both complete and partial programs. When checking complete programs,
additional checks can be done to ensure that every identifier declared by the program is defined and
used, and that functions that do not need to be exported are desfatied .

LCLint checks that all declared variables and functions are defined (controlledrbgdef) .
Declarations of functions and variables that are defined in an external library, may be preceded by
[*@external@*/  to suppress undefined declaration errors.

LCLint reports external declarations that are unused (controlledfyse ). Which declarations
are reported also depends on the declaration use flags (see Section 10.4).

Thepartial  flag sets flags for checking a partial system. Top-level unused declarations,
undefined declarations, and unnecessary external names are not reppateicdlif is set.

10.5.1 Unnecessary External Names

LCLint can report variables and functions that are declared with global scope (i.e., without using
static ), that are not used outside the file in which they are defined. In a stand-alone system, these
identifiers should usually be declared ussigtic  to limit their scope. If theexport-static

flag is on, LCLint will report declarations that could have file scope. It should only be used when

all relevant source files are listed on the LCLint command line; otherwise, variables and functions
may be incorrectly identified as only used in the file scope since LCLint did not process the other

file in which they are used.

10.5.2 Declarations Missing from Headers

A common practice in C programming styles, is that every function or variable exported by
is declared invth . If the export-header  flag is on, LCLint will report exported declarations in
Mc that are not declared ith .

10.6 Compiler Limits

The ANSI Standard includes limits on minimum numbers that a conforming compiler must support.
Whether of not a particular compiler exceeds these limits, it is worth checking that a program does
not exceed them so that other compilers may safely compile it. In addition, exceeding a limit may
indicate a problem in the code (e.g., it is too complex if the control nest depth limit is exceeded) that
should be fixed regardless of the compiler. LCLint checks the following limits. For each limit, the
maximum value may be set from the command line (or locally using a stylized comment). If the
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ansi-limits flag is on, all limits are checked with the minimum values of a conforming
compiler.

include-nest

Maximum nesting depth of file inclusiortipclude ). (ANSI minimum is 8)
control-nest-depth

Maximum nesting of compound statements, control structures. (ANSI minimum is 15)
num-enum-members

Number of members in agnum declaration. (ANSI minimum is 127)
num-struct-fields

Number of fields in astruct  orunion declaration. (ANSI minimum is 127)

Since human
beings
themselves are
not fully
debugged yet,
there will be
bugs in your
code no matter
what you do.
Chris Mason,
Zero-defects
memo
(Microsoft
Secrets
Cusumano
and Selby)

From bnelson@netcom.com (Bob Nelson)
Subject Re: NT vs. Linux
Date Fri, 5 Jul 1996 05:11:22 GMT

Newsgroups comp.os.linux.advocacy,comp.sys.ibm.pc.hardware,
comp.os.ms-windows.win95.misc, comp.os.mswindows.nt.misc,
alt.flame,alt.fan.bill-gates,alt.destroy.microsoft

Toni Anzlovar (toni.anzlovar@kiss.uni-lj.si) wrote:

> Why does evetyody want to RUN WORD? Why does nobody want to write and edit
> text?

Simple. A *tremendous* number of documents are written using Microsoft Word. One that is
particularly ironic is the guide to LCLint -- a very popular lint tool -- often the lint of choice in the linux
world.



54 LCLint User’s Guide Appendix

Appendix A Availability

The web home page for LCLint tgtp://Iclint.cs.virginia.edu

It includes this guide in HTML format, samples demonstrating LCLint, and links to related web
sites. LCLint is available as source code and binary executables for several platforms. LCLint may
be freely distributed and modified under the GNU General Public License.

Appendix B Communication

LCLint development is largely driven by suggestions and comments from users. We are also very
interested in hearing about your experiences using LCLint in developing or maintaining programs,
enforcing coding standards, or teaching courses. For general information, suggestions, and
questions on LCLint send mail tolint@cs.virginia.edu

To report a bug in LCLint send a messagécimt-bug@cs.virginia.edu

There are two mailing lists associated with LCLint:

Iclint-announce@virginia.edu
Reserved for announcements of new releases and bug fixes. (Everyone who sends mail

regarding LCLint is added to this list.)
Iclint-interest@virginia.edu

Informal discussions on the use and development of LCLint.

To subscribe to a mailing list, send a messaga&pordomo@virginia.edu containing the

body
subscribe Iclint-announce

or
subscribe Iclint-interest
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Appendix C Flags

Flags can be grouped into four major categories:

« Global flags for controlling initializations and global behavior

¢ Message format flags for controlling how messages are displayed

¢ Mode selectors for coarse control of LCLint checking
¢ Checking flags that control checking and what classes of messages are reported.

Global flags can be used in initialization files and at the command line; all other flags may also be
used in control comments.

Global Flags

Global flags can be set at the command line or in an options file, but cannot be set locally using
stylized comments. These flags control on-line help, initialization files, pre-processor flags,
libraries and output.

Help

On-line help provides documentation on LCLint operation and flags. When a help flag is used, no
checking is done by LCLint. Help flags may be preceded loy +.

help
Display general help overview, including list of additional help topics.
help <topic>
Display help orxtopic>. Available topics:
annotations describe annotations
comments describe control comments
flags describe flag categories
flags  <category> all flags pertaining to <category> (one of the categories listed by
Iclint -help flags )
flags alpha all flags in alphabetical order
flags full print a full description of all flags
mail print information on mailing lists
modes flags settings in modes
prefixcodes character codes for setting namespace prefixes
references print references to relevant papers and web sites
vars describe environment variables
version print maintainer and version information
help <flag>
Describe flag<flag>. (May list several flags.)
warn-flags

Display a warning when a flag is set in a surprising way. An error is reported if an obsolete
(LCLint Version 1.4 or earlier) flag is set, a flag is set to its current value (i.e+ e may

be wrong), or a mode selector flag is set after mode checking flags that will be reset by the
mode were set. By defaulyarn-flags  is on. To suppress flag warnings, usern-

flags



56 LCLint User’s Guide Appendix

Initialization

These flags control directories and files used by LCLint. They may be used from the command line
or in an options file, but may not be used as control comments in the source code. Except where
noted. they have the same meaning precededday+.

tmpdir  <directory>
Set directory for writing temp files. Default ismp/ .
| <directory>
Add directory to path searched for C include files. Note there is no space afiertinbe
consistent with C preprocessor flags.
S<directory>
Add directory to path search fdcl  specification files.

larchpath <path>
Set path to search for library files. OverrideSRCH_PATHenvironment variable.
Iclimportdir <directory>
Set directory to search for LCL import files. Overridé€LIMPORTDIRenvironment
variable.

f <file>
Load options file<file> . If this flag is used from the command line, the default
~/.Iclintrc file is not loaded. This flag may be used in an options file to load

in another options file.
nof

Prevents the default options files.Iclintrc and~/.Iclintrc ) from being loaded.

(Setting-nof overridestnof , causing the options files to be loaded normally.)
sys-dirs

Set directories for system files (default'iasr/include” ). Separate directories with
colons (e.g.)/usr/include:/usr/local/lib" ). Flag settings propagate to files in a
system directory. lfsys-dir-errors is set, no errors are reported for files in system
directories.

Pre-processor

These flags are used to define or undefine pre-processor constantd. Iteectory>  flagis
also passed to the C pre-processor.

D<initializer>

Passed to the C pre-processor.
U<initializer>

Passed to the C pre-processor.

Libraries
These flags control the creation and use of libraries.

dump <file>
Save state igfile> for loading. The default extensioled is added iffile> has no
extension.

load <file>
Load state fronxfile> (created bydump). The default extensioncd is added iffile>
has no extension. Only one library file may be loaded.
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By default, the standard library is loaded if tHead flag is not used to load a user library. If no
user library is loaded, one of the following flags may be used to select a different standard library.
Precede the flag by to load the described library (or to prevent a library from being loaded using
no-lib ). See Appendix F for information on the provided libraries.

no-lib

Do not load any library. This prevents the standard library from being loaded.
ansi-lib

Use the ANSI standard library (selected by default).
strict-lib

Use strict version of the ANSI standard library.
posix-lib

Use the POSIX standard library.
posix-strict-lib

Use the strict version of the POSIX standard library.
unix-lib

Use UNIX version of standard library.
unix-strict-lib

Use the strict version of the UNIX standard library.

Output

These flags control what additional information LCLint prints. Settrglag> causes the
described information to be printed; settingflag> prevents it. By default, all these flags are
off.

use-stderr

Send error messages to standard error (instead of standard output).
show-summary

Show a summary of all errors reported and suppressed. Counts of suppressed errors are not
necessarily correct since turning a flag off may prevent some checking from being done to
save computation, and errors that are not reported may propagate differently from when they

are reported.
show-scan

Show file names are they are processed.
show-all-uses

Show list of uses of all external identifiers sorted by number of uses.
stats

Display number of lines processed and checking time.

time-dist
Display distribution of where checking time is spent.

quiet
Suppress herald and error count. (lfiet is not set, LCLint prints out a herald with
version information before checking begins, and a line summarizing the total number of
errors reported.)

which-lib
Print out the standard library filename and creation information.

limit <number>
At most<number>similar errors are reported consecutively. Further errors are suppressed,
and a message showing the number of suppressed messages is printed.

Expected Errors

Normally, LCLint will expect to report no errors. The exit status will be succel# (o errors are
reported, and failure if any errors are reported. Flags can be used to set the expected number of
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reported errors. Because of the provided error suppression mechanisms, these options should
probably not be used for final checking real programs but may be useful in developing programs
using make.

expect <number>
Exactly<number>code errors are expected. LCLint will exit with failure exit status unless
<number>code errors are detected.

Message Format

These flags control how messages are printed. They may be set at the command line, in options
files, or locally in syntactic comments. Thiae-len andlimit  flags may be preceded byor

- with the same meaning; for the other flaggurns on the describe printing andurns it off. The
box to the left of each flag gives its default value.

show-column
Show column number where error is found.
show-func
Show name of function (or macro) definition containing error. The function name is printed
once before the first message detected in that function.
show-all-conjs
Show all possible alternate types (see Section 8.2.2).
paren-file-format
Use<file> (<line>) format in messages. (Default is + for Win32 for compatibility with

VisualStudio.)
hints

Provide hints describing an error and how a message may be suppressed for the first error

reported in each error class.
force-hints

Provide hints for all errors reported, even if the hint has already been displayed for the same
error class.

line-len <number>
Set length of maximum message linetoumber>characters. LCLint will split messages
longer tharknumber> characters long into multiple lines.

Mode Selector Flags

Mode selects flags set the mode checking flags to predefined values. They provide a quick coarse-
grain way of controlling what classes of errors are reported. Specific checking flags may be set after
a mode flag to override the mode settings. Mode flags may be used locally, however the mode
settings will override specific command line flag settings. A warning is produced if a mode flag is
used after a mode checking flag has been set.

These are brief descriptions to give a general idea of what each mode does. To see the complete
flag settings in each mode, ulséint -help modes . A mode flag has the same effect when
used with eithet or - .

weak
Weak checking, intended for typical unannotated C code. No modifies checking, macro
checking, rep exposure, or clean interface checking is done. Return values iof typeay
be ignored. The typdsool ,int , char and user-definednum types are all equivalent.
Old style declarations are unreported.
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standard
The default mode. All checking done kyeak, plus modifies checking, global alias
checking, use all parameters, using released storage, ignored return values or any type, macro
checking, unreachable code, infinite loops, and fall-through cases. Thedyplesint and

char are distinct. Old style declarations are reported.
checks

Moderately strict checking. All checking done Standard , plus must modification

checking, rep exposure, return alias, memory management and complete interfaces.
strict

Absurdly strict checking. All checking done lohecks , plus modifications and global
variables used in unspecified functions, strict standard library, and strict typing of C
operators. A special reward will be presented to the first person to produce a real program
that produces no errors wisirict checking.

Checking Flags

These flags control checking done by LCLint. They may be set locally using syntactic comments,
from the command line, or in an options file. Some flags directly control whether a certain class of
message is reported. Preceding the flag-tyrns reporting on, and preceding the flag-biurns
reporting off. Other flags control checking less directly by determining default values (what
annotations are implicit), making types equivalent (to prevent certain type errors), controlling
representation access, etc. For these flags, the effecisalescribed, and the effect ofis the

opposite (or explicitly explained if there is no clear opposite). The organization of this section
mirrors Sections 3-0.

Key

To the left of each flag name is a flag descriptor encoding what kind of flag it is and its default
value. The descriptions are:

plain: - A plain flag. The value after the colon gives the default setting (e.g., this flag is off.)

m:--++ A mode checking flag. The value of the flag is set by the mode selector. The four signs give the
setting in the weak, standard, checks and strict modes. (e.g., this flag is off in the weak and standard
modes, and on in the checks and strict modes.)

shortcut A shortcut flag. This flag sets other flags, so it has no default value.

Types

Abstract Types
plain:- imp-abstract
Implicit abstract  annotation for type declarations that do not oeacrete
m:-+++ mut-rep
Representation of mutable type has sharing semantics.

Access (Section 3.1)

plain: + access-module
An abstract type defined ikl.h (or specified inM.Icl ) is accessible i.c .
plain:+ access-file
An abstract type namesgipe is accessible in files namegdpe . <extension>
plain:+ access-czech
An abstract type namefiipe may be accessible in a function namgeoe _name. (see
Section 9.1.1)
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access-slovak
An abstract type namesgipe may be accessible in a function nangee Name (see

Section.9.1.2)
access-czechoslovak

An abstract type namesgipe may be accessible in a function namgoe _nameor

type Name (see Section 9.1.3)
access-all

Setsaccess-module , access-file andaccess-czech

Boolean Types (Section 3.3)

These flags control the type name used to represent Booleans, and whether the Boolean type is
abstract.

bool

Boolean type is an abstract type.
booltype  <name>

Set name of Boolean type tmame>.
boolfalse <name>

Set name of Boolean false tmame>.
booltrue <name>

Set name of Boolean true thame>,

Predicates
pred-bool-ptr

Type of condition test is a pointer.
pred-bool-int

Type of condition test is an integral type.
pred-bool-others

Type of condition test is not a Boolean, pointer or integral type.
pred-bool

Setspredboolint |, predboolptr  andpreboolothers

pred-assign
The condition test is an assignment expression. If an assignment is intended, add an extra
parentheses nesting (e.d.((a = b)) )

Primitive Operations
ptr-arith
Arithmetic involving pointer and integer.
ptr-negate
Allow the operand of thé operator to be a pointer.
bitwise-signed
An operand to a bitwise operator is not an unsigned value. This may have unexpected results
depending on the signed representations.
shift-signed
The left operand to a shift operator is not an unsigned value.
strict-ops
Primitive operation does not type check strictly.
sizeof-type
Operand okizeof operator is a type. (Safer to use expression;*x = sizeof
(*x) ;instead ofizeof (int) J)
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Format Codes
format-code

Invalid format code in format string fqurintflike orscanflike  function.
format-type

Type-mismatch in parameter corresponding to format codepiinélike or

scanflike function.

Main

main-type
Type ofmain does not match expected type (function returningnan, taking no
parameters or two parameters of type andchar ** )

Comparisons

bool-compare
Comparison between Boolean values. This is dangerous since there may be mBltigle
values if any non-zero value is interpretedi®dJE

real-compare
Comparison involvindloat ordouble values. This is dangerous since it may produce
unexpected results because floating point representations are inexact.

ptr-compare
Comparison between pointer and number.

Type Equivalence
void-abstract
Allow void * to match pointers to abstract types. (Casting a pointer to an abstract type to a
pointer tovoid is okay if +void-abstract is set.)
cast-fcn-ptr
A pointer to a function is cast to (or used as) a pointer to void (or vice versa).
forward-decl
Forward declarations of pointers to abstract representation match abstract type.
imp-type
A variable declaration has no explicit type. The type is implicitly int.
incomplete-type
A formal parameter is declared with an incomplete type (etj]f] ).
char-index
Allow char to index arrays.
enum-index
Allow members ofenum type to index arrays.
bool-int
Makebool andint are equivalent. (No type errors are reported when a Boolean is used
where an integral type is expected and vice versa.)
char-int
Makechar andint types equivalent
enum-int
Makeenumandint types equivalent
float-double
Makefloat anddouble types equivalent
ignore-quals
Ignore type qualifiersiéng , short , unsigned ).
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relax-quals
Report qualifier mismatches only if dangerous (information may be lost since a larger type is
assigned to (or passed as) a smaller one or a comparisosigises andunsigned
values.)
ignore-signs
Ignore signs in type comparisonméigned matchesigned ).

long-integral

Allow long type to match an arbitrary integral type (edgy_t ).
long-unsigned-integral

Allow unsigned long type to match an arbitrary integral type (eley, t ).
match-any-integral

Allow any integral type to match an arbitrary
long-unsigned-unsigned-integral

Allow unsigned long type to match an arbitrary unsigned integral type &zg.,t ).
long-signed-integral

Allow long type to match an arbitrary signed integral type (essize_t ).

nume-literal

Integer literals can be used as floats.
char-int-literal

A character constant may be used asnan.
zero-ptr

Literal 0 may be used as a pointer.
relax-types

Allow all numeric types to match.

Function Interfaces

Modification (Section 4.1)

modifies
Undocumented modification of caller-visible state. Withéntoduncon, modification
errors are only reported in the definitions of functions declared with a modifies clause (or
specified).

must-mod
Documented modification is not detected. An object listed in the modifies clause for a
function, is not modified by the implementation.

mod-uncon
Report modification errors in functions declared without a modifies clause if8=ts
nomods, mod-globs-nomods andmod-strict-globs-nomods )

mod-nomods
Report modification errors (not involving global variables) in functions declared without a
modifies clause.

mod-uncon-nomods
An unconstrained function is called in a function body where modifications are checked.
Since the unconstrained function may modify anything, there may be undetected

modifications in the checked function.
mod-internal-strict

A function that modifiesnternalState is called from a function that does not list
internalState in its modifies clause.
mod-file-sys

A function modifies the file system but does not fis#System  in its modifies clause.
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Global Variables (Section 4.2)

Errors involving the use and modification of global and file static variables are reported depending
on flag settings, annotations where the global variable is declared, and whether or not the function
where the global is used was declared with a globals clause.

plain:+ globs

Undocumented use of a checked global variable in a function with a globals list.
m:++++ glob-use

A global listed in the globals list is not used in the implementation.
mi---+ glob-noglobs

Use of a checked global in a function with no globals list.
m:---+ internal-globs

Undocumented use of internal state (should hfiebals internalState ).
mi---+ internal-globs-noglobs

Use of internal state in function with no globals list.
m:-+++ glob-state

A function returns with global in inconsistent state (null or undefined)
m:--++  all-globs

Report use and modification errors for globals not annotatedwathecked .
m:++++ check-strict-globs

Report use and modification errors fdeckedstrict globals.

Modification of Global Variables
m:-+++ mod-globs

Undocumented modification of a checked global variable.
m;--—-+ mod-globs-unchecked

Undocumented modification of amchecked global variable.

m:---+ mod-globs-nomods
Undocumented modification of a checked global variable in a function with no modifies
clause.

mi---+ mod-strict-globs-nomods
Undocumented modification of@eckedstrict global variable in a function declared
with no modifies clause.

Globals Lists and Modifies Clauses
m:---+  warn-missing-globs
Global variable used in modifies clause is not listed in globals list. (The global is added to
the globals list.)
m:---+  warn-missing-globs-noglobs
Global variable used in modifies clause of a function with no globals list.
m:--++  globs-imp-mods-nothing
A function declared with a globals list but no modifies clause is assumed to modify nothing.
m:---- mods-imp-noglobs
A function declared with a modifies clause but no globals list is assumed to use no globals.
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Implicit Checking Qualifiers
imp-checked-globs

Implicit checked qualifier on global variables with no checking annotation.
imp-checked-statics

Implicit checked qualifier file static scope variables with no checking annotation.
imp-checkmod-globs

Implicit checkmod qualifier on global variables with no checking annotation.

imp-checkmod-statics

Implicit checkmod qualifier file static scope variables with no checking annotation.
imp-checkedstrict-globs

Implicit checked qualifier on global variables with no checking annotation.
imp-checkedstrict-statics

Implicit checked qualifier file static scope variables with no checking annotation.
imp-checkmod-internals

Implicit checkmod qualifier on function scope static variables with no checking annotation.

imp-globs-weak

Global Aliasing

glob-alias
Function returns with global aliasing external state (sbeckstrict-glob-alias .
checked-glob-alias , checkmod-glob-alias andunchecked-glob-alias ).

checkstrict-glob-alias

Function returns with aheckstrict global aliasing external state.
checked-glob-alias

Function returns with ahecked global aliasing external state.
checkmod-glob-alias

Function returns with aheckmod global aliasing external state.
unchecked-glob-alias

Function returns with annchecked global aliasing external state.

Declaration Consistency (Section 4.3)
incon-defs

Identifier redeclared or redefined with inconsistent type.
incon-defs-lib

Identifier defined in a library is redefined with inconsistent type
overload

Standard library function overloaded.
match-fields

A struct  orenumtype is redefined with inconsistent fields or members.
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Memory Management

Reporting of memory management errors is controlled by flags setting checking and implicit
annotations and code annotations.

Deallocation Errors  (Section 5.2)
use-released

Storage used after it may have been released.
strict-use-released

An array element used after it may have been released.

Inconsistent Branches
branch-state
Storage has inconsistent states of alternate paths through a branch (e.g., itis released in the

true branch of an if-statement, but there is no else branch.)
strict-branch-state

Storage through array fetch has inconsistent states of alternate paths through a branch. Since
array elements are not checked accurately, this may lead to spurious errors.

dep-arrays
Treat array elements aependent storage. Checking of array elements cannot be done
accurately by LCLint. lidep-arrays is not set, array elements are assumed to be
independent, so code that releases the same element more than once will produce no error. If
dep-arrays is set, array elements are assumed to be dependent, so code that releases the
same element more that once will produce an error, but so will code that releases different
elements correctly will produce a spurious error.

Memory Leaks
must-free
Allocated storage was not released before return or scope exit Errors are repocely for

fresh or owned storage.
comp-destroy

All only references derivable fromut only parameter of typgoid * must be released.
(This is the type of the parameterftee , but may also be used for user-defined deallocation

functions.)
strict-destroy

Report complete destruction errors for array elements that may have been released. (If
strict-destroy is not set, LCLint will assume that if any array element was released,
the entire array was correctly released.)
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Transfer Errors

A transfer error is reported when storage is transferred (by an assignment, passing a parameter, or
returning) in a way that is inconsistent.

shortcut mem-trans
Sets all memory transfer errors flags.
m:-+++ only-trans
Only storage transferred to non-only reference (memory leak).
m:-+++ ownedtrans
Owned storage transferred to non-owned reference (memory leak).
m:-+++ fresh-trans
Newly-allocated storage transferred to non-only reference (memory leak).
m:-+++ shared-trans
Shared storage transferred to non-shared reference
m:-+++ dependent-trans
Inconsistentependent transfer. Dependent storage is transferred to a non-dependent
reference.
m:-+++ temp-trans
Temporary storage (associated wittemp formal parameter) is transferred to a non-
temporary reference. The storage may be released or new aliases created.
m:-+++ kept-trans
Kept storage transferred to non-temporary reference.
m:-+++ keep-trans
Keep storage is transferred in a way that may add a new alias to it, or release it.
m:-+++ refcount-trans
Reference counted storage is transferred in an inconsistent way.
m:-+++ newref-trans
A new reference transferred to a reference counted reference (reference count is not set
correctly).
m:-+++ immediate-trans
An immediate address (result &f is transferred inconsistently.
m:-+++  static-trans
Static storage is transferred in an inconsistent way.
m:-+++ expose-trans
Inconsistent exposure transfer. Exposed storage is transferred toexpased , non-
observer reference.
m:-+++ observer-trans
Inconsistenbbserver transfer. Observer storage is transferred to a non-observer reference.
m:-+++ unqualified-trans
Unqualified storage is transferred in an inconsistent way.

Initializers
m:=--++ only-ung-global-trans
Only storage transferred to an unqualified global or static reference. This may lead to a
memory leak, since the new reference is not necessarily released.
m:--++ static-Init-trans
Static storage is used as an initial value in an inconsistent way.
m:--++ unqualified-init-trans
Unqualified storage is used as an initial value in an inconsistent way.
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Derived Storage

comp-mem-pass
Storage derivable from a parameter does not match the alias kind expected for the formal
parameter.

Stack References

stack-ref
A stack reference is pointed to by an external reference when the function returns. Since the
call frame will be destroyed when the function returns the return value will point to dead
storage. (Section 5.2.6)

Implicit Memory Annotations  (Section 5.3)
glob-imp-only
Assume unannotated global storage is only.
param-imp-temp
Assume unannotated parameteteisip .
ret-imp-only
Assume unannotated returned storageniy .
struct-imp-only
Assume unannotated structure or union fieldndy .
code-imp-only
Setsglob-imp-only , ret-imp-only andstruct-imp-only
mem-imp
Report memory errors for unqualified storage.
pass-unknown
Passing a value as an unannotated parameter clears its annotation. This will prevent many
spurious errors from being report for unannotated programs, but eliminates the possibility of
detecting many errors.

Sharing

Aliasing (Section 6)

alias-unique
An actual parameter that is passed amm@ue formal parameter is aliased by another
parameter or global variable.

may-alias-unique
An actual parameter that is passed amm@mue formal parameter may be aliased by another

parameter or global variable.
must-not-alias

An alias has been added tdeamp -qualifier parameter or global that is visible externally

when the function returns.
ret-alias

A function returns an alias to parameter or global.
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Exposure (Section 6.2)
rep-expose
The internal representation of an abstract type is visible to the caller. This means clients may
have access to a pointer into the abstract representation. a&ggs-expose |, ret-
expose , andcast-expose )
assign-expose
Abstract representation is exposed by an assignment or passed parameter.
cast-expose

Abstract representation is exposed through a cast.
ret-expose
Abstract representation is exposed by a return value.

Observer Modifications
mod-observer

Possible modification of observer storage.
mod-observer-uncon

Storage declared with observer may be modified through a call to an unconstrained function.

String Literals (Section 6.2.1)

read-only-trans
Report memory transfer errors for initializations to read-only string literals
read-only-strings
String literals are read-only (ANSI semantics). An error is reported if a string literal may be
modified or released.

Use Before Definition (Section 7.1)
use-def

The value of a location that may not be initialized on some execution path is used.
imp-outs

Allow unannotated pointer parameters to functions to be implicit out parameters.
comp-def

Storage derivable from a parameter, return value or global variable is not completely defined.
union-def

No field of a union is defined. (No error is reported if at least one union field is defined.)
must-define

Parameter declared withut is not defined before return or scope exit.

Null Pointers (Section 7.2)

null
A possibly null pointer may be dereferenced, or used somewhere a non-null pointer is
expected.
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Macros (Section 8)
These flags control expansion and checking of macro definitions and invocations.

Macro Expansion

These flags control which macros are checked as functions or constants, and which are expanded in
the pre-processing phase. Macros preceded@yotfunction@?*/ are never expanded
regardless of these flag settings. These flags may be used in source-file control comments.

fcn-macros

Macros defined with parameter lists are not expanded and are checked as functions.
const-macros

Macros defined without parameter lists are not expanded and are checked as constants.
all-macros

Setsfcn-macros  andconst-macros
lib-macros

Macros defining identifiers declared in a loaded library are not expanded and are checked
according to the library information.

Macro Definitions
These flags control what errors are reported in macro definitions.

macro-stmt
Macro definition is not syntactically equivalent to function. This means if the macro is used
as a statement (e.gf., (test) macro(); ) unexpected behavior may result. One fixisto

surround the macro body wittko { ... } while (FALSE)
macro-params

A macro parameter is not used exactly once in all possible invocations of the macro.
macro-assign

A macro parameter is used as the left side of an assignment expression.
macro-parens

A macro parameter is used without parentheses (in potentially dangerous context).
macro-empty

Macro definition of a function is empty.
macro-redef

Macro is redefined. There is another macro defined with the same name.
macro-unrecog

An unrecognized identifier appears in a macro definition. Since the identifier may be defined
where the macro is used, this could be okay, but LCLint will not be able to check the
unrecognized identifier appropriately.
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Corresponding Declarations
macro-match-name
Aniter orconstant macro is defined using a different name from the one used in the

previous syntactic comment
macro-decl

A macro definition has no corresponding declaration. (8&terofcndecl and

macroconstdecl )
macro-fcn-decl

Macro definition with parameter list has no corresponding function prototype. Without a

prototype, the types of the macro result and parameters are unknown.
macro-const-decl

A macro definition without parameter list has no corresponding constant declaration.
next-line-macros

A constant or iter declaration is not immediately followed by a macro definition.

Side-Effect Free Parameters (Section 8.2.1)

These flags control error reporting for parameters with inconsistent side-effects in invocations of
checked function macros and function calls.

sef-params

An actual parameter with side-effects is passed as a formal parameter declarsefwith
sef-uncon

An actual parameter involving a call to an unconstrained function (declared without modifies
clause) that may modify anything is passed asfa parameter.

Iterators
has-yield
An iterator has been declared with no parameters annotateqiefith .

Naming Conventions
name-checks
Turns all name checking on or off without changing other settings.

Type-Based Naming Conventions  (Section 9.1)

Czech Naming Convention
czech
Selects complete Czech naming convention (getess-czech , czech-fcns

czech-vars |, czech-consts ,czech-macros , andczech-types ).
access-czech

Allow access to abstract types following Czech naming convention. The representation of an
abstract type namedis accessible in the definition of a function or constant named

t_name.
czech-fcns

Function or iterator name is not consistent with Czech naming convention.
czech-vars

Variable name is not consistent with Czech naming convention.

czech-macros
Expanded macro name is not consistent with Czech naming convention.
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czech-consts

Constant name is not consistent with Czech naming convention.
czech-types

Type name is not consistent with Czech naming convention. Czech type names must not use
the underscore character.

Slovak Naming Convention

slovak
Selects complete Slovak naming convention (setess-slovak |, slovak-fcns
slovak-vars | slovak-consts , slovak-macros , andslovak-types ).

access-slovak
Allow access to abstract types following Slovak naming convention. The representation of an

abstract type namedis accessible in the definition of a function or constant namé&aine.
slovak-fcns

Function or iterator name is not consistent with Slovak naming convention.
slovak-macros

Expanded macro name is not consistent with Slovak haming convention.
slovak-vars

Variable name is not consistent with Slovak naming convention.
slovak-consts

Constant name is not consistent with Slovak naming convention.
slovak-types

Type name is not consistent with Slovak naming convention. Slovak type hames may not
include uppercase letters.

Czechoslovak Naming Convention

czechoslovak
Selects complete Czechoslovak naming convention éetsss-czechoslovak ,
czechoslovak-fcns , czechoslovak-vars , czechoslovak-consts ,

czechoslovak-macros , andczechoslovak-types ).
access-czechoslovak

Allow access to abstract types by Czechoslovak naming convention. The representation of an
abstract type namedis accessible in the definition of a function or constant namedme

or tName.
czechoslovak-fcns

Function name is not consistent with Czechoslovak naming convention.
czechoslovak-macros

Expanded macro name is not consistent with Czechoslovak naming convention.
czechoslovak-vars

Variable name is not consistent with Czechoslovak naming convention.
czechoslovak-consts

Constant name is not consistent with Czechoslovak naming convention.
czechoslovak-types

Type name is not consistent with Czechoslovak naming convention. Czechoslovak type
names may not include uppercase letters or the underscore character.

Namespace Prefixes (Section 9.2)
macro-var-prefix <prefix string>

Set namespace prefix for variables declared in a macro body. (Defaulf)is
macro-var-prefix-exclude

A variable declared outside a macro body starts withnthero-var-prefix
tag-prefix <prefix string>
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Set namespace prefix sfruct , union orenumtag identifiers.
tag-prefix-exclude

An identifier that is not a tag starts with thegprefix
enum-prefix <prefix string>

Set namespace prefix fenum members.
enum-prefix-exclude

An identifier that is not arnum member starts with thenumprefix
file-static-prefix <prefix string>

Set namespace prefix for fistatic ~ declarations.
file-static-prefix-exclude

An identifier that is not file static starts with thigestaticprefix
global-prefix <prefix string>

Set namespace prefix for global variables.
global-prefix-exclude

An identifier that is not a global variable starts with glebalprefix
type-prefix <prefix string>

Set namespace prefix for user-defined types.
type-prefix-exclude

An identifier that is not a type name starts with thipeprefix
external-prefix <prefix string>

Set namespace prefix for external identifiers.
external-prefix-exclude

An identifier that is not external starts with tle&ternalprefix
local-prefix <prefix string>

Set namespace prefix for local variables.
local-prefix-exclude

An identifier that is not a local variable starts with tleealprefix
unchecked-macro-prefix <prefix string>

Set namespace prefix for unchecked macros.
unchecked-macro-prefix-exclude

An identifier that is not the name of an unchecked macro starts with the
uncheckedmacroprefix
const-prefix <prefix string>
Set namespace prefix for constants.
const-prefix-exclude
An identifier that is not a constant starts with ttenstantprefix
iter-prefix <prefix string>
Set namespace prefix for iterators.
iter-prefix-exclude
An identifier that is not aliter ~ starts with theterprefix
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proto-param-prefix <prefix string>
Set namespace prefix for parameters in function prototypes.
proto-param-prefix-exclude
An identifier that is not a parameter in a function prototype starts with the
protoprarmprefix
proto-param-name

A parameter in a function prototype has a name (can interfere with macro definitions).
proto-param-match

The name of a parameter in a function definition does not match the corresponding name of
the parameter in a function prototype (after removinggratoparamprefix ).

Naming Restrictions  (Section 9.3)
shadow
Declaration reuses name visible in outer scope.

Reserved Names
ansi-reserved

External name conflicts with name reserved for the compiler or standard library.
ansi-reserved-internal

Internal name conflicts with name reserved for the compiler or standard library.
cpp-names

Internal or external name conflicts with a C++ reserved word. (Will cause problems if
program is compiled with a C++ compiler.)

Distinct External Names
distinct-external-names
An external name is not distinguishable from another external name using
externalnamelen  significant characters.
external-name-len <number>
Sets the number of significant characters in an external name (ANSI default minimum is 6).

Setst+distinct-external-names
external-name-case-insensitive

Make alphabetic case insignificant in external names. According to ANSI standard, case
need not be significant in an external name+dfstinct-external-names is not set,
setstdistinct-external-names with unlimited external name length.

Distinct Internal Names

distinct-internal-names
An internal name is not distinguishable from another internal name using
internalnamelen significant characters. (Also effected ioyernal-name-case-
insensitive andinternal-name-lookalike J)

internal-name-len <number>
Set the number of significant characters in an internal name +8é&t8nct-

internal-names
internal-name-case-insensitive

Set whether case is significant an internal narmiesernal-name-case-
insensitive means case is significant). #fistinct-internal-names is not set,

setstdistinct-internal-names with unlimited internal name length.
internal-name-lookalike

Set whether similar looking characters (e.d.; &nd “l ") match in internal names.
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Other Checks

Undefined Evaluation Order  (Section 10.1)
eval-order
Behavior of an expression is unspecified or implementation-dependent because sub-

expressions contain interfering side effects that may be evaluated in any order.
eval-order-uncon

An expression may be undefined because a sub-expression contains a call to an
unconstrained function (no modifies clause) that may modify something that may be
modified or used by another sub-expression.

Problematic Control Structures  (Section 10.2)
inf-loops
Likely infinite loop is detected (Section 10.2.1).
inf-loops-uncon
Likely infinite loop is detected. Loop test or body calls an unconstrained function that may

produce an undetected modification.
elseif-complete

There is no finals else following an else if construct (Section 10.2.5).
case-break

There is a non-empty case in a switch not followed lbyeak (Section 10.2.2).

miss-case
A switch on anenum type is missing a case for a member of the enumerator.

loop-exec
Assume all loops execute at least once. This effects use-before-definition and memory
checking. It should probably not be used globally, but may be used surrounding a particular
loop that is known to always execute to prevent spurious messages.

Deep Break (Section 10.2.3)
deep-break
Report errors fobreak statements inside a nestedile , for orswitch . (Sets all nested

break and continue flags.)
loop-loop-break

There is aoreak inside awhile , for or iterator loop that is insidewhile , for or iterator
loop. Mark with/*@innerbreak@*/  to suppress the message.

switch-loop-break
There is aoreak inside awhile , for or iterator loop that is inside switch statement.

Mark with /*@loopbreak@*/
loop-switch-break

There is abreak inside aswitch statement that is insidevehile , for or iterator loop.
Mark with #@switchbreak@*/
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switch-switch-break
There is aoreak inside aswitch statement that is inside anottsvitch statement. Mark

with /*@innerbreak@*/
loop-loop-continue

There is acontinue  inside a while, for or iterator loop that is inside a while, for or iterator
loop. Mark with/*@innercontinue@*/

Loop and if Bodies  (Section 10.2.4)

all-empty
An if, while or for statement has no body (sétempty , while-empty  andfor-
empty .)

all-block
The body of arif , while orfor statementis not a block (setblock , while-
block andfor-block .)

while-empty

A while statement has no body.
while-block

The body of avhile statement is not a block
for-empty

A for statement has no body.
for-block

The body of &or statement is not a block.
if-empty

An if statement has no body.
ifblock

The body of arif statement is not a block.

Suspicious Statements  (Section 10.3)
unreachable

Code is not reached on any possible execution.
noeffect

Statement has no effect.
noeffect-uncon

Statement involving call to unconstrained function may have no effect.
noret

There is a path with neeturn  in a function declared to return a nenid value.



mi-+++

mi-+++

mi++++

shortcut

m:---+

mi-+++

mi-+++

mi++++

mi-+++

mi++++

m:++++

mi-+++

m:---+

mi--++

shortcut

mi---+

mi--++

mi-—++

76 LCLint User’s Guide Appendix

Ignored Return Values  (Section 10.3.2)

These flags control when errors are reported for function calls that do not use the return value.
Casting the function call taoid or declaring the called function to retutf@alt void@*/

ret-val-bool
Return value of typ&ool ignored.
ret-val-int
Return value of typéint ignored.
ret-val-other
Return value of type other thdmwol orint ignored.
ret-val
Return value ignored (Setstvalbool | retvalint , retvalother )

Unused Declarations  (Section 10.4)

These flags control when errors are reported for declarations that are never useshuséte
annotation can be used to prevent unused errors from being report for a particular declaration.

top-use
An external declaration is not used in any file.
const-use

Constant never used.
enum-mem-use

Member of enumerator never used.
var-use

Variable never used.
param-use

Function parameter never used.
fcn-use

Function is never used.
type-use

Defined type never used.
field-use

Field of structure or union type is never used.
unused-special

Declaration in a special file (correspondingtto or.y file) is unused.

Complete Programs  (Section 10.5)

decl-undef
Function, variable, iterator or constant declared but never defined.
partial
Check as partial system (setiecl-undef  , -export-local and prevents checking of

macros in headers without correspondiadfiles.)

Exports

export-local
A declaration is exported but not used outside this module. (Declaration can wsetitie
qualifier.)

export-header

A declaration (other than a variable) is exported but does not appear in a header file.
export-header-var

A variable declaration is exported but does not appear in a header file.
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Unrecognized Identifiers

plain:+ unrecog
An unrecognized identifier is used.
plain:+ Sys-unrecog
Report unrecognized identifiers that start with the system prefixfwo underscores).
plain:- repeat-unrecog
Report multiple messages for unrecognized identifiersepeatunrecog  is not set, an
error is reported only the first time a particular unrecognized identifier appears in the file.

Multiple Definition and Declarations

plain:+ redef

A function or variable is defined more than once.
m:--++ redecl

An identifier is declared more than once.
m;-+++ nhested-extern

An extern declaration is used inside a function body.

ANSI C Conformance
m:--++  hoparams
A function is declared without a parameter list prototype.
m:---+ old-style
Function definition is in old style syntax. Standard prototype syntax is preferred.
m:-+++  exit-arg
Argument toexit has implementation defined behavior. The only valid argumendsito
areEXIT_SUCCESSEXIT_FAILURE and0. An error is reported if LCLint can detect
statically that the argument &it is not one of these.
plain:+ use-var-args
Report if<varargs.h>  is used (should ussidarg.h ).

Limits (Section 10.6)
shortcut ansi-limits

Check for violations of standard limits (Setsntrol-nest-depth , string-
literal-len , include-nest , hum-struct-fields , andnum-enum-
members).
m:---+ control-nest-depth <number>
15 Set maximum nesting depth of compound statements, iteration control structures, and
selection control structures (ANSI minimum is 15).
m:---+ string-literal-len <number>
509 Set maximum length of string literals (ANSI minimum is 509).
m:---+ num-struct-fields <number>
127 Set maximum number of fields insaruct  orunion (ANSI minimum is 127).
m:---+ num-enum-members <number>
127 Set maximum number of members of @mum type (ANSI minimum is 127).
m:--++  include-nest <number>
8 Set maximum number of nestédhclude files (ANSI minimum is 8).

Header Inclusion (Appendix F)
plain: + skip-ansi-headers
Prevent inclusion of header files in a system directory with names that match standard ANSI
headers. The symbolic information in the standard library is used instead. In effect only if a
library that includes the ANSI library is used. The ANSI headersassert , ctype ,
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errno , float ,limits ,locale , math, setjimp ,signal ,stdarg , stddef ,stdio |,

stdlib ,strings , string , time , andwchar .
skip-posix-headers

Prevent inclusion of header files in a system directory with names that match standard
POSIX headers. The symbolic information in the standard library is used instead. In effect
only if a library that includes the POSIX library is used. The POSIX headersiaeat

fentl , grp , pwd, termios , sys/stat , sys/times , sys/types , sys/utsname

sys/wait , unistd , andutime .
warn-posix-headers

Report use of a POSIX header when checking a program with a non-POSIX library.

skip-sys-headers
Prevent inclusion of all header files in system directories.
sys-dir-expand-macros
Expand macros in system directories regardless of other settings, except for macros
corresponding to names defined in a load library.
sys-dir-errors
Report errors in files in system directories (set-bys-dirs ).

single-include

Optimize header inclusion to only include each header file once.
never-include

Use library information instead of including header files.

Comments
These flags control how syntactic comments are interpreted (see Appendix E).

comment-char  <char>
Set the marker character for syntactic comments. Comments beginning witthar> are
interpreted by LCLint.
noaccess
Ignore access comments.
nocomments
Ignore all stylized comments.
sup-counts
Actual number of errors does not match number@i <n>@*/
lint-comments
Interpret traditional lint comment$*FALLTHROUGH?*/ , *NOTREACHED*/,
*PRINTFLIKE*/ ).
warn-lint-comments

Print a warning and suggest an alternative when a traditional lint comment is used.
unrecog-comments

Stylized comment is unrecognized.
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Parsing

continue-comment
A line continuation marken() appears inside a comment on the same line as the comment
close. Preprocessors should handle this correctly, but it causes problems for some

preprocessors.
nest-comment

A comment open sequendé () appears inside a comment. This usually indicates that an

earlier comment was not closed.
duplicate-quals

Report duplicate type qualifiers (e.tpng long ). Duplicate type qualifiers not supported

by ANSI, but some compilers (e.@ec ) do support duplicate qualifiers.
gnu-extensions

Support som&NUgcec ) and Microsoft language extensions.

Array Formal Parameters

These flags control reporting of common errors caused by confusion about the semantics of array

formal parameters.
sizeof-formal-array

Thesizeof operator is used on a parameter declared as an array. (In many instances this
has unexpected behavior, since the result is the size of a pointer to the element type, not the
number of elements in the array.)

fixed-formal-array
An array formal parameter is declared with a fixed size (éng.x[20] ). This s likely to

be confusing, since the size is ignored.
formal-array

A formal parameter is declared as an array. This is probably not a problem, but can be
confusing since it is treated as a pointer.

General Checks

These flags should probably not be set globally since they turn off general checks that should
always be done. They may be used locally to suppress spurious errors.

abstract

A data abstraction barrier is violated.
control

A control flow error is detected.
syntax

Parse error.
try-to-recover

Try to recover from a parse error. thytorecover is not set, LCLint will abort checking
after a parse error is detected. If it is set, LCLint will attempt to recover, but LCLint does
performs only minimal error recovery. Itis likely that trying to recover after a parse error
will lead to an internal assertion failing.

type
Type mismatch.
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Flag Name Abbreviations

Within a flag name, abbreviations may be used. Table 2 shows the flag name abbreviations. The
expanded and short forms are interchangeable in flag names.

For exampleglobsimpmodsnothing andglobalsimpliesmodifiesnothing denote

the same flag. Abbreviations in flag names allow pronounceable, descriptive names to be used
without making flag names excessively long (although one must admit even
globsimpmodsnothing is a bit of a mouthful.)

To make flag names more readable, the space, dashr{d underscore | characters may be used
inside a flag name. Sgjobals-implies-modifies-nothing ,
glob_imps_modsnothing andglobsimpmodsnothing are equivalent.

Expanded Form Short Form
constant const
declaration decl
function fcn
global glob
implicit , implied imp
iterator iter
length len
modifies mods
modify mod
memory mem
parameter param
pointer ptr
return ret
variable var
unconstrained , unconst uncon

Table 2. Flag name abbreviations.
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Appendix D Annotations

The grammar below is the C syntax from [K&R,A13] modified to show the syntax of syntactic
comments. Only productions effected by LCLint annotations are shown. In the annotatia@s, the
represents the comment marker char, sechbynmentchar (default is@.

Functions

direct-declarator:
direct-declarator( parameter-type-ligh;) specialgy globals,,; modifieg;
| direct-declarator( identifier-listy) specialgy: globals,,: modifiegy:

specials:(Section 7.4)
I*@ special-tag specitern; op @*/

special-tag:uses | sets |defines |allocates |releases | state-tag state-clause
state-tag;pre | post

state-clauseonly |shared |owned | dependent |observer |exposed
| isnull | notnull

globals: (Section 4.2)
I*@globals  globitem ; op @*/
| *@globals  declaration-lisy ; opr @*/

globitem:
globannot identifier
| internalState
| fileSystem

globannot:undef | killed

modifies:(Section 4.1)
I*@modifies  moditem; ; o @*/

| /*@modifies nothing ; opt @*/
| F@*/ (Abbreviation for no globals and modifies nothing.)
moditem:
expression
| internalState

| fileSystem
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Iterators (Section 8.4)
The globals and modifies clauses for an iterator are the same as those for a function, except they are
not enclosed by a comment, since the iterator is already a comment.

direct-declarator:
I*@iter identifier ( parameter-type-ligh) iter-globals,y iter-modifieg, @*/

iter-globals:
globals  declaration-lisgp:; opt

iter-modifies:
modifies  moditem,+ ; oy
| modifies nothing ; opt

Constants (Section 8.1)

external-declaration:
[*@constant  declaration; o @*/

Alternate Types (Section 8.2.2)
Alternate types may be used in the type specification of parameters and return values.

extended-type:
type-specifier alt-typg:

alt-type:
/*@alt  basic-type, @*/

Declarator Annotations

General annotations appear afteorage-class-specifisrand beforéype-specifies. Multiple

annotations may be used in any order. Here, annotations are without the surrounding comment. In
a declaration, the annotation would be surroundeff@ and@*/. In a globals or modifies clause

or iterator or constant declaration, no surrounding comments would be used since they are within a
comment.

Type Definitions  (Section 3)

A type definition may use any eithabstract orconcrete , eithermutable orimmutable
andrefcounted . Only a pointer to a&truct may be declared withefcounted . Mutability
annotations may not be used with concrete types since concrete types inherit their mutability from
the actual type.

abstract

Type is abstract (representation is hidden from clients).
concrete

Type is concrete (representation is visible to clients).
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immutable
Instances of the type cannot change value. (Section 3.2)
mutable

Instances of the type can change value. (Section 3.2)
refcounted

Reference counted type. (Section 5.4)

Global Variables (Section 4.2.1)
One check annotation may be used on a global or file-static variable declaration.

unchecked

Weakest checking for global use.
checkmod

Check modification by not use of global.
checked

Check use and modification of global.
checkedstrict

Check use of global, even in functions with no global list.

Memory Management (Section 1)
dependent
A reference to externally-owned storage. (Section 5.2.2)
keep
A parameter that is kept by the called function. The caller may use the storage after the call,

but the called function is responsible for making sure it is deallocated. (Section 5.2.4)
killref

A refcounted  parameter. This reference is killed by the call. (Section 5.4)
only

An unshared reference. Associated memory must be released before reference is lost.

(Section 5.2)
owned

Storage may be shared by dependent references, but associated memory must be released

before this reference is lost. (Section 5.2.2)
shared
Shared reference that is never deallocated. (Section 5.2.5)
temp
A temporary parameter. May not be released, and new aliases to it may not be created.
(Section 5.2.2)

Aliasing (Section 6)
Both alias annotations may be used on a parameter declaration.

unique
Parameter that may not be aliased by any other reference visible to the function.

(Section 6.1.1)
returned

Parameter that may be aliased by the return value. (Section 6.1.2)
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Exposure (Section 6.2)
observer

Reference that cannot be modified. (Section 6.2.1)
exposed
Exposed reference to storage in another object. (Section 6.2)

Definition State  (Section 7.1)

out
Storage reachable from reference need not be defined.
in
All storage reachable from reference must be defined.
partial
Partially defined. A structure may have undefined fields. No errors reported when fields are

used.
reldef

Relax definition checking. No errors when reference is not defined, or when it is used.

Global State (Section 7.1.2)

These annotations may only be used in globals lists. Both annotations may be used for the same
variable, to mean the variable is undefined before and after the call.

undef

Variable is undefined before the call.
killed

Variable is undefined after the call.

Null State (Section 7.2)
null

Possibly null pointer.
notnull

Non-null pointer.
relnull

Relax null checking. No errors wheéMULLis assigned to it, or when it is used as a non-null
pointer.

Null Predicates (Section 7.2.1)

A null predicate annotation may be used of the return value of a function returning a Boolean type,
taking a possibly-null pointer for its first argument.

truenull

If result isTRUE first parameter iNNULL
falsenull

If result isTRUE first parameter is naiULL
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Execution (Section 7.3)

Theexits , mayexit andneverexits  annotations may be used on any function. The
trueexit  andfalseexit annotations may only be used on functions whose first argument is a
Boolean.

exits

Function never returns.
mayexit

Function may or may not return.
trueexit

Function does not return if first parameteTRUE
falseexit

Function does not return if first paramete FALSE
neverexit

Function always returns.

Side-Effects (Section 8.2.1)
sef
Corresponding actual parameter has no side effects.

Declaration
These annotations can be used on a declaration to control unused or undefined error reporting.

unused

Identifier need not be used (no unused errors reported.) (Section 10.4)
external

Identifier is defined externally (no undefined error reported.) (Section 10.5)

Case

fallthrough
Fall-through case. No message is reported if the previous case may fall-through into the one
immediately after théallthrough

Break (Section 10.2.3)
These annotations are used befobeemk or continue statement.

innerbreak

Break is breaking an inner loop or switch.
loopbreak

Break is breaking a loop.
switchbreak

Break is breaking a switch.
innercontinue

Continue is continuing an inner loop.
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Unreachable Code
This annotation is used before a statement to prevent unreachable code errors.

notreached
Statement may be unreachable.

Special Functions (Appendix E)
These annotations are used immediately before a function declaration.

printflike

Check variable arguments likeintf  library function.
scanflike

Check variable arguments lilseanf library function.
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Appendix E Control Comments

Error Suppression

Several comments are provided for suppressing messages. In general, it is usually better to use
specific flags to suppress a particular error permanently, but the general error suppression flags may
be more convenient for quickly suppressing messages for code that will be corrected or documented
later.

ignore

end
No errors will be reported in code regions betwée@ignore@*/ and/*@end@?*/ .
These comments can be used to easily suppress an unlimited number of messages, but are
dangerous since if real errors are introduced inigim@re ...end region they will not be
reported. Thégnore andend comments must be matched — a warning is printed if the file
ends in an ignore region orignore is used inside ignore region.

[
No errors will be reported from afi@i@*/ comment to the end of the line.

i <n>
No errors will be reported from afi@i <n>@*/ (e.g.,/*@i3@*/ ) comment to the end of
the line. If there are not exactlyerrors suppressed from the comment point to the end of the
line, LCLint will report an error. This is more robust tharorignore since a message is
generated if the expected number errors is not present. Since errors are not necessarily detected
until after this file is processed (for example, and unused variable error), suppress count errors
are reported after all files have been processed. -3ingcounts  flag may be used to
suppress these errors. This is useful when a system if being rechecked with different flag
settings.

t

t <n>
Likei andi <n>, except controlled bytmpcomments flag. These can be used to
temporarily suppress certain errors. Thémpcomments can be set to find them again.

Type Access

Control comments may also be used to override type access settings. The/s@daagess

<type> , *@*/ allows the following code to access the representatiortde> . Similarly,
[*@noaccess <type> , "@*/ restricts access to the representatiortype> . The typein a
noaccess comment must have been declared as an abstract type. Type access applies from the
point of the comment to the end of the file or the next access control comment for this type.

Macro Expansion

The/*@notfunction@*/ indicates that the next macro definition is not intended to be a function,
and should be expanded in line instead of checked as a macro function definition.
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Special Types

These syntactic comments are used to represent arbitrary integral types. Syntactically, they replace the
implicit int  type.

*@integraltype @*/
An arbitrary integral type. The actual type may be any onghoft ,int ,long , unsigned
short , unsigned , orunsigned long

*@unsignedintegraltype @*/
An arbitrary unsigned integral type. The actual type may be any onesigned short
unsigned , orunsigned long

*@signedintegraltype@*/
An arbitrary signed integral type. The actual type may be any oskaf ,int , orlong .

Traditional Lint Comments

Some of the control comments supported by most standard UNIX lints are supported by LCLint so
legacy systems can be checked more easily. These comments are not lexically consistent with LCLint
comments, and their meanings are less precise (and may vary between different lint programs), so we
recommend that LCLint comments are used instead except for checking legacy systems already
containing standard lint comments.

These standard lint comments supported by LCLint;

*FALLTHROUGH?*/ (alternate misspelling*FALLTHRU?*/ )

Prevents errors for fall-through cases. Same meanitgallthrough@*/
*NOTREACHED*/

Prevents errors about unreachable code (until the end of the function). Same meaning as

[*@notreached@*/
[*PRINTFLIKE*/

Arguments similar to therintf  library function (there didn’t seem to be much of a
consensus among standard lints as to exactly what this means). LCLint supports:

*@printflike@*/
Function takes zero or more arguments of any type, an unmodifid * format string
argument and zero of more arguments of type and number dictated by the format string.
Format codes are interpreted identically to phiatf ~ standard library function. May
return a result of any type. (LCLint interprét®RINTFLIKE*/  as
*@printflike@*/ J)
*@scanflike@*/
Like printflike , except format codes are interpreted as insitenf library function.
*ARGSUSED*/
Turns off unused parameter messages for this function. The control comment,
*@-paramuse@?*/ can be used to the same effect/@unused@*/ can be used in
individual parameter declarations.

LCLint will ignore standard lint comments ifint-comments is used. If+warn-lint-
comments is used, LCLint generates a message for standard lint comments and suggest
replacements.
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Appendix F Libraries

Libraries can be used to record interface information. A library containing information about the
Standard C Library is used to enable checking of library calls. Program libraries can be created to
enable fast checking of single modules in a large program.

Standard Libraries

In order to check calls to library functions, LCLint uses an annotated standard library. This contains
more information about function interfaces then is available in the system header files since it uses
annotations. Further, it contains only those functions documented in the ANSI Standard. Many
systems include extra functions in their system libraries; programs that use these functions cannot be
compiled on other systems that do not provide them. Certain types defined by the library are treated
as abstract types (e.g., a program should not rely on howitte type is implemented). When

checking source code, LCLint does include system headers corresponding to files in the library, but
instead uses the library description of the standard library.

The LCLint distribution includes several different standard libraries: the ANSI standard library, the
POSIX standard librafy}, and an ad hoc UNIX library. Each library comes in two versions: the
standard version and the strict version.

ANSI Library
The default behavior of LCLint is to use the ANSI standard library (loaded &osnlcd ). This

library is based on the standard library described in the ANSI C Standard. It includes functions and
types added by Amendment 1 to the ANSI C Standard.

POSIX Library

The POSIX library is selected by thgosixlib  flag. The POSIX library is based on the IEEE Std
1003.1-1990.

UNIX Library

The UNIX library is selected by theunixlib  flag. This library is an ad hoc attempt to capture
additional functionality provided by many UNIX platforms. Unfortunately, UNIX systems vary widely
and very few are consistent with the ANSI Standard.

The differences between the standard library and the POSIX library are:

* Inthe UNIX library,free is declared with a non-null parameter. ANSI C specifies trest
should handle the argumeXULL, but several UNIX platforms crashMULL is passed téree .

» Extra variables, constants and functions are included in the UNIX library. Some declarations are
not part of the POSIX library, but are believed to be available on many UNIX systems. See
lib/unix.h for a list of the UNIX-only declarations.

Code checked using the UNIX library can probably be ported to some UNIX systems without
difficulty. To enhance the likelihood that a program is portable, the POSIX library should be used
instead.

B pOSIX library was contributed by Jens Schweikhardt.
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Strict Libraries
Stricter versions of the libraries are used is taesi-strict , posix-strict-lib or unix-
strct-lib flag is used. These libraries use a stricter interpretation of the library. They will detect

more errors in some programs, but may to produce many spurious errors for typical code.

The differences between the standard libraries and the strict libraries are:

* The standard libraries declare the printing functidpsrftf ~ , printf , andsprintf ) that may
return error codes to retuint orvoid . This prevents typical programs from leading to deluge
of ignored return value errors, but may mean some relevant errors are not detected. In the strict
library, they are declared to retuimt , so ignored return value errors will be reported (depending
on other flag settings). Programs should check that this return value is non-negative.

* The standard libraries declare some parameters and return values to be alternaiettypes (
bool , orint orchar ). The ANSI standard specifies these typesas to be compatible with
older versions of the library, but logically they make more sendmak or char . In the strict
library, the stronger type is used. The parameterskert isint orbool in the standard
library, andbool in the strict library. The parameter to the character functissdaum |,
isalpha ,iscntrl ,isdigit ,isgraph ,islower ,isprint ,ispunct ,isspace ,
isupper ,isxdigit ,tolower andtoupper ischar orint inthe standard library and charin
the strict library. The type of the return value of the character classification functions (all of the
previous character functions excegibwer andtoupper )isbool orint inthe standard
library andbool in the strict library. The type of the first parametentegetc ischar orint in
the standard library anchar in the strict library EOFshould not be passed tmgetc ). The
second parameter srchr  andstrrchr  ischar orint in the standard library anchar in
the strict library.

* The global variablestdin , stdout andstderr are declared asnchecked variables (see
Section 4.2.1) in the standard libraries. In the strict libraries, thegtareked .

* The global variablerrno is declareduinchecked in the standard libraries, but declared
checkedstrict in the strict libraries.

If no library flag is used, LCLint will load the standard librastandard.lcd . If +nolib is set,
no library is loaded. The library source files can easily be modified, and new libraries created to better
suit a particular application.

Generating the Standard Libraries

The standard libraries are generated from header files included in the LCLint distribution. Some
libraries are generated from more than one header file. Since the POSIX library includes the ANSI
library, the headers for the ANSI and POSIX libraries are combined to produce the POSIX library.
Similarly, the UNIX library is composed of the ANSI, POSIX and UNIX headers. The header files
include some sections that are conditionally selected by defiliRjCT.

The commands to generate the standard libraries are:

Iclint -nolib ansi.h -dump ansi

Iclint -nolib -DSTRICT ansi.h -dump ansistrict

Iclint -nolib ansi.h posix.h -dump posix

Iclint -nolib -DSTRICT ansi.h posix.h -dump posixstrict

Iclint -nolib ansi.h posix.h unix.h -dump unix

Iclint -nolib -DSTRICT ansi.h posix.h unix.h -dump unixstrict
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User Libraries

To enable running LCLint on large systems, mechanisms are provided for creating libraries containing
necessary information. This means source files can be checked independently, after a library has been
created. The command line optieshump library  stores information in the filébrary  (the

default extensionjecd %, is added). Thenjoad library  loads the library. The library contains
interface information from the files checked when the library was created.

Header File Inclusion
The standard behavior of LCLint on encountering
#include < Xh>

is to search for a file name&h on the include search path (set usiig and then the system base
include path (read from thieclude environment variable if set or using a default value, usually
Jusr/include ). If Xh is the name of a header file in a loaded standard library (either ANSI or
POSIX) andXh is found in a directory that is a system directory (as set bydhsdirs  flag; the
default is/usr/include ), Xh will not be included ifskip-ansi-headers or skip-posix-

headers (depending on whetheth

is an ANSI or POSIX header file) is on (both are on by default). To force all headers to be included
normally, useskip-ansi-headers

Sometimes headers in system directories contain non-standard syntax that LCLint is unable to parse.
The+skip-sys-headers flag may be used to prevent any include file in a system directory from
being included.

LCLint is fast enough that it can be run on medium-size (10,000 line) programs without performance
concerns. It takes about one second to process a thousand source lines on a DEC Alpha. Libraries
can be used to enable efficient checking of small modules in large programs. To further improve
performance, header file inclusion can be optimized.

When processing a complete system in which many files include the same headers, a large fraction of
processing time is wasted re-reading header files unnecessarily. If you are checking a 100-file
program, and every file includesils.h , LCLint will have to processitils.h 100 times (as

would most C compilers). If thesingle-include flag is used, each header file is processed only
once. Single header file processing produces a significant efficiency improvement when checking
large programs split into many files, but is only safe if the same header file included in different
contexts always has the same meaning (i.e., it does not depend on preprocessor variable defined
differently at different inclusion sites).

When processing a single file in a large system, a large fraction of the time is spent processing
included header files. This can be avoided if the information in the header files is stored in a library
instead. If+never-include is set, inclusion of files ending it is prevented. Files with

different suffixes are included normally. To do this the header files must not include any expanded
macros. That is, the header file must be processed+etlhmacros , and there must be no
*@notfunction@*/ control comments in the header. Then, #imever-include flag may

be used to prevent inclusion of header files. Alternately, non-function macros can be moved to a
different file with a name that does not end.in. Remember, that this file must be included directly
from the.c file, since ifitis included from ah file indirectly, that.h file is ignored so the other file

is never included.

2 |n earlier versions of LCLint, the default extensidldmp was used. This has been shorteneddd .
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These options can be used for significant performance improvements on large systems. The
performance depends on how the code is structured, but checking a single module in a large program
is several times faster if libraries antioinclude  are used.

Preprocessing Constants

LCLint defines the preprocessor constantCLINT__ (two underscores on each side) when
preprocessing source files. If you want to include code that is processed only when LCLint is used,
surround the code with ifdef _ LCLINT __ ... #endif
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Appendix G Specifications

Another way of providing more information about programs is to use formal specifications. Although
this document has largely ignored specifications, LCLint was originally designed to use the
information in LCL specifications instead of source-code annotations. This document focuses on
annotations since it takes less effort to add annotations to source code than to maintain an additional
specification file. Annotations can express everything that can be expressed in LCL specifications
that is relevant to LCLint checking. However, LCL specifications can provide more precise
documentation on program interfaces than is possible with LCLint annotations. This appendix
(extracted from [Evans94]) is a very brief introduction to LCL Specifications. For more information,
consult [GH93].

The Larch family of languages is a two-tiered approach to formal specification. A specification is built
using two languages — thearch Shared Languag@.SL), which is independent of the

implementation language, and_arch Interface Languagdesigned for the specific implementation
language. An LSL specification definssrts analogous to abstract types in a programming language,
andoperators analogous to procedures. It expresses the underlying semantics of an abstraction.

The interface language specifies an interface to an abstraction in a particular programming language.
It captures the details of the interface needed by a client using the abstraction and places constraints
on both correct implementations and uses of the module. The semantics of the interface are described
using primitives and sorts and operators defined in LSL specifications. Interface languages have been
designed for several programming languages.

LCL [GH93, Tan95] is a Larch interface language for Standard C. LCL uses a C-like syntax.
Traditionally, a C modul@/consists of a source fildfc , and a header fileyth . The header file
contains prototype declarations for functions, variables and constants expongddwell as those
macro definitions that implement exported functions or constants, and definitions of exported types.
When using LCL, a module includes two additional filesmiel , a formal specification oM and

Mlh , which is derived by LCLint (if theéh flag is on) fromMicl . Clients useMicl  for
documentation, and should not need to look at any implementation file. The derivedifile,

contains include directives (Mdepends on other specified modules), prototypes of functions and
declarations of variables as specifiedvtcl . The file Mh should includeVlh and retain the
implementation aspects of the aleh , but is no longer used for client documentation.

The LCLint release package includes a grammar for LCL and examples of LCL specifications.
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Specification Flags
These flags are relevant only when LCLint is used with LCL specifications.

Global Flags

Ics
Generatelcs files containing symbolic state dtl files (used for imports). By default
Ics files are generated for eadhl file processed. Usdcs to prevent generation of

cs files.
Ih

Generatelh files. By default-Ilh is setand noh files are generated. Usdh to enable
.Ih file generation.

i <file>
Set LCL initialization file to<file>. The LCL initialization file is read if anylcl ~ files are
listed on the command line. The default filddsnit.Ici , found on the ARCH_PATH
Iclexpect <number>

Exactly<number>specification errors are expected. Specification errors are errors detected
when checking the specifications. They do not depend on the source code.

Implicit Globals Checking Qualifiers

imp-checked-spec-globs
Implicit checked qualifier on global variables specified in an LCL file with no checking
annotation.

imp-checkmod-spec-globs
Implicit checkmod qualifier on global variables specified in an LCL file with no checking

annotation.
imp-checkedstrict-spec-globs

Implicit checked qualifier on global variables specified in an LCL file with no checking
annotation.

Implicit Annotations

spec-glob-imp-only
Implicit only annotation on global variable declaration in an LCL file with no allocation
annotation.

spec-ret-imp-only
Implicit only annotation on return value declaration in an LCL file with no allocation
annotation.

spec-struct-imp-only
Implicit only annotation on structure field declarations in an LCL file with no allocation
annotation.

spec-imp-only
Setsspec-glob-imp-only , spec-ret-imp-only andspec-struct-imp-only

Macro Expansion

spec-macros
Macros defining specified identifiers are not expanded and are checked according to the
specification.

Complete Programs and Specifications
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spec-undef
Function, variable, iterator or constant specified but never defined.
spec-undecl
Function, variable, iterator or constant specified but never declared.
need-spec
There is information in the specification that is not duplicated in syntactic comments.
Normally, this is not an error, but it may be useful to detect it to make sure checking incomplete
systems without the specifications will still use this information.
export-any
An error is reported for any identifier that is exported but not specified. (Sets all export flags
below.)
export-const
Constant exported but not specified.
export-var
Variable exported but not specified.
export-fcn
Function exported but not specified.
export-iter
Iterator exported but not specified.
export-macro
An expanded macro exported but not specified
export-type
Type definition exported but not specified
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